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Abstract

Inadistributed multi-user environment, the security pol-
icy must not only specify legitimate user privileges but also
aid in the detection of the abuse of the privileges and adapt
to perceived systemthreat conditions.

This paper advocates extending authorization policy
evaluation mechanisms with a means for generating audit
data allowing immediate notification of suspicious applica-
tion level activity. It additionally suggests that the evalua-
tion of the policies themselves adapt to perceived network
threat conditions, possi bly affected by thereceipt of such au-
dit data by other processes.

Such advanced policies assist in detecting and respond-
ing to intrusion and misuse and they allow more efficient uti-
lization of security services, such as authentication, audit,
and notification.

We present an authorization framework, which enables
the representation and enforcement of advanced security
policies. Our approach is based on expanding the policy
eval uation mechanismwith the ability to generatereal time
actions, such as checking the current systemthreat level and
sending a notification.

1 Introduction and M otivation

As more and more enterprises make their critical infor-
mation available on the Internet, whether only to employ-
eesor to end-customers, they are exposed to significant risks
such astheft, fraud, and denial of serviceattacks. In general,
the most significant consequencesresult from attackswithin
the system by otherwiselegitimate users (or attackersposing
as such users) performing unauthorized activities.

Detecting these kinds of attacks can require instrument-
ing applications to generate audit records based on activity
that is only understood at the application layer.

In addition to having a means to detect attacks (the role
of an intrusion detection system) it is essential to have well
defined policies that indicate what to do under perceived at-

tack conditions, or for that matter under suspicion of attack
conditions so that data can be gathered to make an actual de-
termination of whether an attack is present.

Countermeasures to such attacks must similarly be im-
plemented at the application layers through enforcement of
policies that can distinguish legitimate and illegitimate ac-
tivities - a distinction that often requires application level
knowledge.

While users might not be prevented from using resources
to which they have legitimate access, protective measures,
such as audit analysis along with the threshold control can
be used to examine user actions. Consider an authorization
policy: “Membersof department D can accesstheprinter P.
If the number of print jobs created during the day is higher
than 20, activate audit to log time, file and account names”.
In this policy the threshold is used to detect suspicious use
of resources. An audit log can reveal that an individua is
printing far more records than the average user, which could
indicate the running of a covert business.

The policies themselves must automatically adapt to
meet the changing security requirementsin the event of pos-
sible intrusion while allowing usersto operatein the chang-
ing environment. For example, consider authorization pol-
icy: “Tom can connect to host malta.isi.edu if the system
threat level islow (normal operational state). If the system
threat level is medium (indicates suspicious behavior), Tom
can connect only from a host within the administrative do-
main isi.edu. The connection duration time should not ex-
ceed 2 hours. If the system threat level is high (system is
under attack), Tom can not connect.”

Current access control systems are based on the premise
that once auser isauthorized to perform some operation, the
accessis granted unconditionally. Thispracticeisnot likely
to detect the abuse of user privileges. To provide additional
level of security checks, close monitoring of authorized ac-
tions may be necessary. Policies can be applied to control-
ling execution of the requested actions.

The points of the policy enforcement may include three
time phases:

1. Before requested operation starts; to decide whether



this operation is authorized.

2. Duringthe execution of the authorized operation; to de-
tect maliciousbehavior inrea -time(e.g., auser process
CONSUMeS excessive system resources).

3. When the operation is completed; to activate post exe-
cution actions, such aslogging and notification whether
the operation succeeds/fails.

To protect sensitive and critical system resourcesin dis-
tributed environments, a system must be capable of support-
ing advanced security policies:

1. The policies must be adaptive ! to accommodate
changes in the security requirements and assist in de-
tecting and responding to intrusion and misuse. To do
so, the policies should indicate not only what activi-
ties are authorized, but also provide the means to de-
tect abuse of user privileges. In particular, the policy
should specify when audit records should be generated
and allow for immediate notification.

2. Policy enforcement can be required at various time
stages of the requested action. Thus, the policies
should indicate when the policy has to be enforced.

Theability to enforce advanced policieshaspractical im-
portance, for example, in computational Grids[5]. Gridsare
large-scal e distributed computing environments that enable
applicationsto use scientificinstruments, computational and
information resourcesthat are managed by diverse organiza-
tions.

System administrators contributing their resources to a
Gridwill require assurance that the resources are adequately
protected. In a Grid setting, the security requirements in-
clude:

1. User authentication.
Authenticated user identity is used to determine who
gains access to local resources ?.

2. Resource usage limits (quotas).

A site-specific resource allocation policy specifieslim-
itson the computational or storage resourcesto be con-
sumed, such as CPU load, memory usage and disk
space. Thelimitsaretaken into account when deciding
whether to initiate the requested computation. Mon-
itoring execution of the computation on a particular
node must be supported to ensurethat the process keeps
strictly to the limitsimposed by the local policy.

1 The term “adaptive’ in this paper is used to indicate that the security
policy to be enforced depends on the current state of the system, e.g., sys-
temload, systemthreat level or time of day (morerestrictive organizational
policy may be enforced during after hours).

2Mutual authentication may be required to prove the server identity to
the user.

3. Accounting and payment.
Owners of the resources may hold users accountable
for the consumed resources. Accounting may in-
clude gathering information about executed computa-
tions and consumed resources. The accounting infor-
mation can be used in payment models for remote ser-
vice providers.

4. Audit.
Audit can provide ameansto help accomplish individ-
ual accountability and provide data to be analyzed by
intrusion or misuse detection systems.

5. Intrusion and misuse detection.
Grids are vulnerable to a large-scale malicious attacks
that could cause disruption of the Grid services. Thus,
it is essential for Grids to support detection and auto-
matic response to intrusion attempts.

6. Event notification.

Toolsfor intrusion detection and fault tolerance can be
driven by event services. Alert-level notification mes-
sages permit cooperative responses. For example, no-
tification about a computation that exceeds the quotas
can signal ongoing denial of service attack. The ade-
guate preventive measures can be taken if the attack is
confirmed.

Authentication, authorization, audit, notification and in-
trusion detection systemsareinterrel ated and should be used
together to support effective system security.

Thegoal of thiswork isto design an authorization system
that supports the advanced security policies.

2 Approach

An authorization policy regulates access to objects. An
object is atarget of requests and it has to be protected, e.g.,
critical programs, files, hosts and print jobs.

An accessright (alternative words that we use are opera-
tion, action and permission) isaparticular type of accessto a
protected object, e.g., read or write. Specific system events,
such asrestarting or shutting down the system, systemlog-in
and log-off can be modeled as access rights associated with
the system, where the system is the protected object.

A condition describes the context in which each access
right is granted.

In our framework, apolicy is represented as a set of con-
ditions associated with the accessright. All conditions must
be satisfied in order to allow an operation to be performed
on atarget object 3.

3Our framework supports negative rights. If all conditions associated
with the negative right are met, the accessis denied.



Traditional security systems lack adaptive security poli-
cies and enforcement mechanisms. In the non-adaptive set-
ting, the set of policiesis chosen in advance, before the ac-
cess request is received. The adaptive policy enforcement
mechanism chooses the appropriate set of policies during
the course of computation based on the current system state.

Adaptive policy implementation requires either the
reloading of the policy or changing the policy computation
algorithms[3]. Both of these approaches areineffectiveand
not scalable.

Our approach avoids policy reloading and switching to
the different policy evaluation mode:

1. Thepolicy specification describes more than one set of
digoint policies.

2. The policy evaluation mechanism is extended with the
ability to read and write system state. The implemen-
tation is based on read and write conditions that pro-
vide support for monitoring and updating internal sys-
tem structures and their runtime behaviors.

With the extended policy evaluation mechanism, transi-
tion between the digoint sets of policies is regulated auto-
matically by reading the system state (e.g., the time of day,
or system threat level). Thedownside of thisapproachisthe
requirement for more tedious and careful policy specifica-
tion and dealing with the side effects of the policy evalua-
tion.

The advanced policies are specified using different con-
ditions that permit run-time adaptation in the event of possi-
ble security attacks. To enforce the advanced security poli-
cieswe adopted the three-phase policy enforcement scheme.
During each phase only the specified set of all conditionsin
the policy is evaluated.

2.1 Conditions

Here we list several of the more useful conditions [13]
that assist in detecting and responding to intrusion and mis-
use and they allow more efficient utilization of security ser-
vices, such as authentication, audit, and notification.

e accessidentity

This condition specifies an authenticated access iden-
tity. If a policy does not require authenticated user
identity, authenti cation stepscan beignored or deferred
until the policy explicitly requestsit. An example of a
policy, whichisnot concerned with theidentity is” any-
one can read file A if $10ispaid”.

e strength of authentication

This condition specifies the authentication mecha-
nism or set of suitable mechanisms for authentication.

Strong user authentication method (e.g., Kerberos[14])
can be activated in response to suspicious behavior.

e time

This condition specifies time periods for which access
is granted.

e |ocation

This condition specifies location of the user. Autho-
rization is granted to the users residing on specific
hosts, domains, or networks.

e payment

This condition specifies a currency and an amount that
must be paid prior to accessing an object.

e quota

This condition specifies a currency and a limit. It lim-
its the quantity of a resource that can be consumed or
obtained.

o audit

This condition enables automatic generation of audit
data in response to access requests. An audit record
should include sufficient information to establish what
event occurred and what caused the event.

e notification

This condition enables automatic generation of notifi-
cation messages (alerts) in response to access requests.
Specifies the receiver and the notification method.

e threshold
This condition specifies allowable threshold.

e system threat level
This condition specifies the system threat level.

Failure of some of these conditions may signal suspi-
cious behavior. For example, access is requested at unex-
pected times or unusual locations, violations of user quotas,
repeated failure of access attempts and exceeding a thresh-
old. Some conditions can trigger defensive measuresin re-
sponse to perceived system threat level. For example, im-
pose a limit on resource consumption, advanced payment
for the allocated resources or increased auditing. Inthe case
of insider misuse (particularly if the intruder’sidentity has
been established) it may beappropriateto | et the attacks con-
tinue under special conditions. For example, it may be de-
sirable to initiate data collection mechanisms to gather de-
tailed information about user activities that could serve as
evidence for possible prosecutions.



The combination of conditions of different types can be
used to fine tune audit and notification services. The au-
dit detail and number of alarms should be sensitive to the
system threat profile. For example, low system threat level
should result in reduced alarm level and amount of gener-
ated audit data. It should also depend on the sensitivity of
the requested operation and target object.

2.1.1 Evaluation of Conditions

Note that in the implementation, some of these conditions
might have side effects. For example, evaluation of pay-
ment and quota conditions reduce a balance. Evaluation of
notification condition results in sending a message, which
is useful in audit.

Unfortunately, side effects complicate the system. Ignor-
ing the side effects might cause problems when the side ef-
fects create a feedback loop, for example, when an audit
record triggers a network threat detection which affects the
evaluation of subsequent policies, or where payment affects
quotas which affects the ability to perform other operations
(once one runs out of money).

Another problem caused by the side effects, is possi-
ble inconsistency of the authorization result. For exam-
ple, consider a policy “Tom can shut down host H only if
anotification is sent (noti fi cati on) and system threat
level islow (syst emt hr eat | evel : | ow)”. Assume
that the current system threat level is low. Assume that
the notification about Tom shutting down the host triggers
high system threat level (this may indicate attempted de-
nial of service attack). There are two ways to evaluate
the conditions: first syst emt hr eat _| evel : | owthen
noti fi cati on. Thisevaluation order results in access
grant. Another way isto evaluatenot i fi cat i on condi-
tion first then syst emt hr eat _| evel : | ow. Thiseval-
uation order resultsin the denial of the access.

All side effects of the condition evaluation are recorded
inthe corresponding system variables. Atthelowestlevel, a
system variable is an abstraction for bits or bytesin the sys-
tem that change astheresult of system execution. For exam-
ple, to model asystem variable affected by the eval uation of
thenotification condition (amessage must be sent), we need
better level of abstraction. Thus, asystem variableisan ab-
stract notion of a system entity that represents a data item,
e.g., afile,amessageor arecord in adatabase. Each system
variable has aname and avalue.

We assumethat there exists a set of software components
S. Each software component s (s € S) can access system
variablesof particular type. For example, asystem variable,
which represents afile is accessed by afile system. A sys-
tem variable, which representsanotificationisaccessed by a
notification protocol, or atransport protocol, such as e-mail
or http.

We assume that each software component s has abstract
Read and Write operations as a part of its functionality.
Theread operation s. Read(X ) returnsthe value of the sys-
tem variable X. The write operation s.Write( X, v_new)
assignsanew value v_new to the system variable X .

2.1.2 Read and Write Conditions
At the conceptual level, all conditions can be categorized as:

¢ Conditions that require reading some system variable
and comparing it with the information specified in the
policy. For example, evaluation of the time condi-
tion requires obtaining current time and checking if it
fits into the time interval specified in the policy. We
call this category of conditions read conditions. A
read condition is represented as X op P, where X isthe
name of asystem variable, P isaconstant and op isthe
operation (e.g., =, #, <, >) to be performed on the
value of the system variable X and the constant P. In
implementation, thisvalue maybe either obtained from
the request or read using the s. Read(X') operation dur-
ing the condition evaluation.

¢ Conditionsthat requirewriting some information (e.g.,
audit) or initiating some action (e.g., notification). We
call this category of conditions write conditions. A
write condition is represented as X new_value, where
X isthe name of the system variable and new value
isthe new value to be assigned.

An obvious relationship between the read and write condi-
tionsisif one condition requires reading of a system vari-
able, which iswritten by the other condition. In our frame-
work, the condition evaluation process is totally ordered.
The order has to be assessed before condition evaluation
starts. Determining the correct order of the conditions in
the policy statement isan important issue. Human judgment
is a necessary component in this process. We feel that the
function of defining the condition order can be best served
by having the policy officer chose a meaningful condition
order. In particular, whether the write conditions must be
evaluated before the read conditions. The goal of the sys-
tem is to faithfully implement the given organizational se-
curity policy.

213 Pre, Mid-, Post- and Request-result Conditions

An authorization policy may specify conditions that must
be satisfied before, during or after the access right is exer-
cised. Furthermore, evaluation of some conditions must be
activated only if the authorization request is granted (or de-
nied).



Thus, al conditions are classified as:

e pre-conditions specify what must be true in order to
grant the request. This means that the requested oper-
ation is allowed to be executed on the target object. If
any of the pre-conditionsfails, authorization is denied.

e request-result conditions
These conditions must be activated whether the autho-
rization request is granted or whether the request is de-
nied.

¢ mid-conditions specify what must be true during
the execution of the requested operation. The mid-
conditions can be used for the protection of the critical
operations and resources. The mid-conditions allow
for real time active monitoring of the operation execu-
tion and response. If any of the mid-conditions fails,
the operation execution must be affected. The coun-
termeasures are defined in the response methods of the
target object. Aggressive responses may include di-
rect countermeasures, such as closing the connections
or suspending the processes. This is important to en-
force counter measures against serious attacks. For
example, a processes consuming excessive system re-
sources (CPU time, memory, and disk space) may in-
dicate impending denial of service attack. More pas-
sive responses may include the activating of integrity-
checking routines to verify the operating state of the
target.

The mid-conditionsthat we consider in our framework
are limited to a set of thresholds, such as duration of
connection, CPU and memory usage and severity met-
rics (e.g., current system threst level).

e post-conditionsspecify what must be true on the com-
pletion of the operation execution. The post-conditions
can be specified in two ways:

1. The post-conditions that are activated only if the
requested operation succeeds. These conditions
areuseful to correctly implement the enforcement
of, for example, the payment/quota constraints.
Here are some examplesof the policieswith post-
conditions:

“A user must pay $1 to read afile. The money
must be withdrawn from the user account only af -
ter successful file access.”

In thispolicy, thepayment condition must beim-
plemented as a post-condition. If the file read
fails for technical reasons (the server crashesin
the middle of the read operation), the payment
condition is not activated and the user does not
lose his money.

“A user isalowed to accessfile A only once.”

Similarly, the quota condition in this policy must
be implemented as a post-condition to ensure that
the user can accessthe file at least once.

2. The post-conditions that are activated only if the
requested operation fails. For example, failure of
critical operations, such as system shut down may
indicate denial of service attack and require im-
mediate notification.

The post-conditions along with the request-result condi-
tions are useful to fine tune audit and notification services.

2.2 TheThree-Phase Palicy Enforcement

The enforcement of the advanced security policiesis par-
titioned into three successive phases.

1. Phase one: access control.
The pre- and request-result conditions are evaluated
during this phase and the decision to grant or deny ac-
cessto the requested object is made.

2. Phasetwo: execution control.
The accessto the target object is granted, the requested
operation is started and the mid-conditions are evalu-
ated during thisphase. Thisphaseallowsthecontrolled
execution of the requested operation.

3. Phasethree: post-execution actions.
The post-conditions are evaluated during this phase.
The specified actions are performed after the operation
is finished. We do not call this phase “ post-execution
control”, since neither failure nor success of a post-
execution action can affect either access decision, or
operation execution.

3 Implementation

In this section we present the overview of our implemen-
tation approach.

3.1 Policy Representation

The policy language that we implemented is called Ex-
tended Access Control List (EACL). The EACL isasim-
ple policy language designed to describe user-level autho-
rization policy. An EACL is associated with an object (or a
group of objects) to be protected and specifies positive and
negative access rights with optional set of associated condi-
tions.



A condition block defines a conjunction of atotally or-
dered set of conditions. Conditions are evaluated in the or-
der they appear within acondition block®.

AnEACL entry consists of apositive or negative access
right and four condition blocks: a set of pre-conditions, aset
of request-result conditions, a set of mid-conditions and a
set of post-conditions. Note that a condition block can be
empty. If all condition blocksin an EACL entry are empty,
theright isgranted unconditionally. An example of apracti-
cal policy with empty condition blocksis; “anyone can read
fileindex.html”.

An EACL consists of an ordered set of digunctive
EACL entries. An EACL representation supports digunc-
tion and conjunction of conditions to activate different con-
trol modes.

An EACL is eguivalent to disunctive normal form con-
sisting of a disjunction of conjunctions where no conjunc-
tion contains a disjunction. For example, a policy “Tom or
Joe can read file A only if they connect from *.isi.edu do-
main” can be represented by an EACL (attached to thefile
A) with two EACL entries:

“positiveaccessright: read, pre-conditions: Tom, *.isi.edu”
“positive accessright: read, pre-conditions: Joe, *.isi.edu”.

More precise EACL syntax and an example are given in
the Appendix.

Evaluation of an EACL starts from thefirst tothe last in
thelist of EACL entries. The resolution of inconsistent au-
thorization is based on ordering. The authorizations which
already have been examined take precedence over new au-
thorizations.

An ordered evaluation approach iseasier toimplement as
it alows only partial evaluation of an EACL and resolves
the authorization conflicts. The problem with this approach
isthat it requirestotal ordering among authorizations. It re-
quires careful writing of the EACL by the security adminis-
trator.

3.2 Generic Authorization and Access-control
API(GAA-API)

The GAA-API provides a genera -purpose execution en-
vironment in which EACL s are evaluated. Next we provide
abrief description of the main GAA-API functions.

The gaa_get_object_policy_info function is caled to
obtain the security policy associated with the object. It takes
the target object and authorization database as input and re-
turns an ordered list of EACLS.

The application maintains authorization information in a
form understood by the application. It can be stored in a
file, database, and directory service or in some other way.
The application-specific callback function provided for the

4Thetotal order property isimportant to deal with possible side effects
caused by the condition evaluation.

GAA-API retrieves the policy information and translates it
into theinternal representation understood by the GAA-API.
Currently the policy is written at the object level, the call-
back function must collect all the per object policiesand or-
der them by priority. How the policies are stored and re-
trieved is opaqueto the GAA-API and is not reflected in the
EACL.

The resulting policy that is passed to the GAA-API for
evaluation represents the combination of several policies
possibly from different domains and individual users of the
system. The specific mechanism for retrieving the policies
is passed as a call-back function.

The GAA-API provides a mechanism to register a par-
ticular policy retrieval call-back function. Currently thisis
done using a configuration file.

The structure of the policy domains that contribute the
policiesis not specified explicitly in our framework. Only
the hierarchical relationship (priority of the policy) among
the domains is taken into consideration. Our current im-
plementation supports two level policy specification: first,
system-wide policies are retrieved and placed in the begin-
ning of the list of policies. Then the local policies are re-
trieved and are added to thelist. Thus, system-widepolicies
implicitly have higher priority than local policies.

Thegaa_check_authorization function checkswhether
the requested right is authorized under the specified policy.
This function takes the retrieved policy (an ordered list of
EACLSs), requested accessright and contextual information
as input. The contextual information is matched to the re-
quirements, specifiedin the conditionsof therelevant EACL
entries (only the EACL entrieswhere the the requested right
appears are evaluated). For example, this information can
berepresented by aset of credentias, e.g., an X.509 identity
certificate. Theoutput listsall matching policy rightsand as-
sociated conditions, with flags set to indicate whether each
condition was evaluated and/or met. If theaccessisgranted,
the output includes the time period for which the result is
valid.

gaa_execution_control performs policy enforcement
during operation execution. This function checks whether
the mid-conditions associated with the granted access right
are met.

gaa_post_execution_actions performs policy enforce-
ment after the operation completes. This function enforces
the post-conditions associated with the granted access.

A policy statement may specify several conditions of
different types. For example: “Tom can read file A only
between 9am and 6pm”. This policy defines two pre-
conditions: access identity and time. Both conditions are
read conditions (there are two system variables to be read:
user access identity and current time).

The GAA-API supports registering condition evaluation
functionsfor different condition types.



The configuration file lists concrete functions that imple-
ment the conditions. Thefileisread at the GAA-API initial-
izationtimeand thefunctions areregistered with the specific
conditions. In our policy example we define two functions:
one to check the access identity and the other one to check
thetime. Theread vs. write distinction shows up implicitly
in the condition type. A condition evaluation function reg-
istered with a condition type knows whether the condition
isread or write. It then parsesthe condition value and calls
the concretefunctionsthat implement the abstract Read and
Write operations described in Section 2.1.1. The system
variables manipulated by the Read and W rite operations,
aswell asthe operationsthemselves can be ether local or re-
mote. However, our framework requires that the Read and
Write operations must be implemented as atomic actions.
The GAA-API is structured to support the addition of mod-
ulesfor evaluation of new conditions.

The gaa_check _authorization,
gaa_execution_control and gaa_post_execution_actions
functions return the evaluation status 7'/ F/U .

Thisstatusisobtained during the eval uation of conditions
inthe relevant EACL entries:

T indicatesthat all conditions are met;

F'indicates that at |east one of the conditionsfails;

U indicates that none of the conditions fails but there is at
least one condition that is left unevaluated.

Uncertainty U isintroduced into our framework by lack
of adequate information to evaluate the condition. For
example, a condition may depend on an event that has
yet to happen. This means that the value of the system
variable returned by the implementation of the abstract
s.Read(X) operation is undefined. Another source of un-
certainty is inability to find the corresponding condition
evaluationfunction, for exampleif thefunction (s. Read(X)
or s.Write(X, v_new)) is not implemented or not regis-
tered with the GAA-API. Sometimes, it is convenient to re-
turn some of the conditions unevaluated for further evalua-
tion by the calling application.

3.3 ThePolicy Enforcement Process

The GAA-API returnsthree status valuesto describe pol -
icy enforcement process:

1. authorization status S, .
Indicateswhether the request isauthorized (T°), not au-
thorized (#) or uncertain (U).

2. mid-condition enforcement status .S,,, .
Indicates the evaluation status of the mid-conditions
(T/F/U).

3. post-condition enforcement status Sy
Indicates the evaluation status of the post-conditions
(T/F/U).

Initially the status valuesare set to U .

1. Theaccesscontrol phase startswith receiving arequest
to access an object, requested type of access and con-
textual information.

2. First, the gaa_get_object_policy_info function
is called to obtain the security policy associated with
the object. If no relevant policy was found, the autho-
rization statusis set to F' and the request is rejected.

Next the gaa_check _authorization functionis called
to evaluate pre- and request-result conditions. If there
are no pre-conditions (this means that the requested
right is granted unconditionally), the authorization sta-
tusis setto 7. Otherwise, the pre-conditions are eval-
uated and the result is stored in the authorization status
Sa.

If therequest-result conditionsare present in the policy,
the conditions are evaluated and the intermediate result
isstored in variable X. The conjunction of the X and
S, isstored inthe authorization status S, . If authoriza-
tion isnot granted (S, # T'), the request is rejected.

3. The execution control phase consists
of starting the operation execution process and calling
the gaa_execution_control function.

If mid-conditions are found, the conditions are evalu-
ated. Some mid-conditions are evaluated just once 5,
other mid-conditions are evaluated in a loop until ei-
ther the operation finishes or any of the mid-conditions
fails. In the latter case, the operation execution is sus-
pended and the reactive actions are started. The mid-
conditions can be returned unevaluated to be enforced
by application. Theresult isstored in .S, .

4. During the post-execution
action phase the gaa_post_execution_actions func-
tion is caled. The operation execution status (in-
dicating whether the operation succeeded/failed) is
passed tothe gaa_post _execution_actions. If nopost-
conditions are found, the S, is set to 7", otherwise the
post-conditions are evaluated and the result is stored in
Sp.

4 Reated Work

The work by Huang and Shan [8] describes a SQL-like
policy definition language. The policy enforcement process
allows refining of the initial authorization request (request
enhancement) and suggesting alternatives (request rewrit-
ing) if the requested resource is unavailable. These actions
are performed by the policy enforcement mechanism before

5E.g., locking afile to place ahold on user account.



submitting the actual resource retrieval request to the re-
sourcemanager. Thisapproachisdifferentfromoursinthat:

1. The point of the policy enforcement is at the cre-
ation of the resource request (based on the enhance-
ment/rewriting of the initial request), which complies
with existing policies. Then the resource is retrieved
without any further checks. In our framework, the
request is checked against the policies and is de-
nied/granted or uncertain. No request modifications
exist.

2. The approach has a limited condition representation
model that does not support side effects.

ThePolicy Maker system described in the papersby Blaze et
al. [1], [2] focuses on construction of a practical algorithm
for a determining trust decisions. Policies and credentias
encode trust relationships among the issuing sources.

In Policy Maker’s terminology, " proof of compliance
question” asks if the request ¢, supported by a set of cre-
dentials complieswith apolicy P. Thisisequivalent to the
authorization question that we consider in our work: "isre-
quest ¢ authorized by the policy P (in our model the creden-
tials are contained in the request)”. Their approach, how-
ever, is different from ours.

In our approach, the information passed to the authoriza-
tion engine with the authorization request is used to evalu-
ate conditions in the relevant policy statements. The order
of condition evaluation isimportant.

The Policy Maker system is based on the logic program-
ming approach. The goal isto infer the desired conclusion
from given assumptions in a computationally viable man-
ner. In Policy Maker, the credentials and policy (called as-
sertions) are used collectively to compute a proof of com-
pliance. The assertions can be run in an arbitrary order and
produce intermediate results that then can be fed into other
assertions.

Hayton and colleagues [7] proposed a role-based ac-
cess control system called OASIS. OASIS services specify
policy for role activation using Role Definition Language
(RDL) that is defined in terms of axioms in proof system.
These axioms are used to prove user’s eligibility to enter a
set of roles.

Thepolicy for each set of servicesisspecified at adminis-
trative domain level, with servicelevel agreements between
domains. The role names are local to each service. A role
can be specified as being permitted only for those who can
prove membership of other roles issued by this and other
services. The services are responsible for issuing certifi-
cates, verifying their validity and notifying other services
about the certificate state changes. A policy defines a set
of conditions under which a user can activate arole. Con-
dition evaluation is achieved by presenting a correspond-
ing certificate. Therole revocation is accomplished through

membership conditions. Some of the membership condi-
tions must continue to hold while the role remains active.
If any of the membership conditions associated with the ac-
tivated role fails, the role is deactivated. In some sense,
the OA SIS membership conditions are similar to our mid-
conditionsthat must hold during operation execution.

RDL isnot asgeneric and expressive as our approach and
not as well suited to representing complex access control
policies and those that include mandatory access control.

Policies, representablein Policy Maker and RDL, arere-
stricted to the set of policies which do not produce side ef-
fects, resulting in change of the system state.

Ponder [4] is an object-oriented policy specification lan-
guage that is suted for role-based access control policies, as
well asgeneral -purpose management policies. Ponder istar-
geted for different types of policies, including obligations,
authorizations, delegation and filtering policies, and group-
ing these policies into aggregate structures. The obligation
policies, for example, specify what actions (e.g., notifica-
tion or logging) are carried out when specific events occur
within the system. To some extent, the request-result and
post-conditions in our framework serve a similar purpose.
However, there are severa significant differences between
Ponder’s and our approaches. First, in our framework all
security requirementsare expressed in asingle policy struc-
ture, whereasin the Ponder approach authorization and obli-
gation policies can be specified independently. These can
lead to conflicts between the two policy types. Second, the
policy inour framework isenforced by the same access con-
trol mechanism. Thethree-phase policy enforcement model
allows for parts of policy (particular conditions) to be en-
forced at different times. In contrast, the Ponder uses a sep-
arate enforcement mechanism for each policy type.

Finally, the Ponder obligation policies are triggered by
system eventswhereasin our framework theactionsaretrig-
gered by other conditionsin the same policy, such asthresh-
old or system threat level.

Minsky and Ungureanu [11], [12] define the policy in
terms of messagesthat only arestricted set of agentsis per-
mitted to exchange. Furthermore, the message exchange is
controlled by aset of rulesthat isincluded in the policy. The
policy enforcement mechanism is based on a set of trusted
agents that interpret the rules and enforce them by regulat-
ing the message exchanges and the effect that the messages
have on the control state (attributes and permissions) of the
participating agents.

The ability to communicate and change the state resem-
bles our concept of the read and write conditions. Our ap-
proach is different in that the “state” has a wider meaning.
Itincludesall security-relevant information about real world
which is representable in a computer system, e.g., bank ac-
count balance, temperature and user identity. Another dif-
ferenceisthat thereading and writing of the stateisbased on



the ordered synchronous eval uation of the conditions, rather
than controlled message exchange.

Jajodiaet a. [9] have proposed alogical languagefor the
specification of authorizations. The concerns addressed in
this work are orthogonal to the ones in this paper. In par-
ticular, they focus on modeling conflict resolution, integrity
constraint checking and derivation rules (that deriveimplicit
authorizations from explicit ones), while our work focuses
on the representation and enforcement of authorization poli-
cies enhanced with detection and management of security
violations.

Summary of the research of audit-based intrusion and
misuse detection is given by Lunt [10]. Sandhu and Sama-
rati [17] discuss authentication, access control and intrusion
detection technologies and suggest that combination of the
techniquesis necessary in order to build a secure system.

5 Conclusionsand Future Work

Traditional authorization mechanisms check whether a
user is acting within prescribed parameters and will not de-
tect abuse of privileges. Advanced policies can condition-
ally generate audit records and in limited ways can react to
state generated by intrusion detection engines based on ob-
servation of the audit records. Such policies can also adapt
the level of detail of the audit records generated until an
intrusion detection engine notices that something is amiss,
though not necessarily what it is. Such policies can also
adapt the applied authentication policiesto require morein-
formation from a user when suspicious activity has been de-
tected.

In this paper we presented an authorization framework
that enables the specification and enforcement of advanced
authorization policies.

The GAA-API implementation is available at
http://www.isi .edu/gost/info/gaaapi/source.

For further details about the authorization model see [16].
For more information about the GAA-API see[15].

The GAA-API has been integrated with several ap-
plications, including ssh and Globus Security Infrastruc-
ture [6]. Currently we are integrating the GAA-API with
FreeS/'WAN |Psec.

There are some aspects of distributed policy evaluation
and enforcement that do not fit well within the framework.
In the current framework we assume that conditions are
evaluated consecutively and that authorization requests do
not overlap. These two assumptions enable us to concen-
trate on a single condition evaluation at a time and, there-
fore, avoid the problem of coordination of multiple condi-
tion evaluation processes.

This results in inefficient policy evaluation process and
leads to systems that cannot scale to large numbers of
objects. Our current approach may be appropriate for

some client-server applications, where the server is an au-
tonomous agent, in complete charge of its resources. The
server maintains the security policy and is responsible for
the policy evaluation. Some distribution of the policy eval-
uation process can be achieved through the condition eval-
uation function implemented as, for example, an RPC call
that is performed synchronously. However, this approach is
not suitable for truly distributed architectureswhere a set of
servers implement the policy and the policy evaluation pro-
cessing can be distributed over several servers. Each server
is responsible for enforcing of a part of the whole access
control policy.

The future directions for this research include exploring
extensionsto the framework that could encompassthese is-
sues.

6 Appendix

We use the Backus-Naur Form to denote the elements
of our policy language. Curly brackets, {}, surround items
that can repeat zero or more times. A vertical line, | , sepa-
rates alternatives. Items inside double quotes are the termi-
nal symbols. An EACL is specified according to thefollow-
ing format:
eacl ::= {eacl _entry}
eacl _entry ::= pos_access_right conditions |
neg-access_ri ght conditions
pos_access_right ::= "pos_access_right"
def _aut h val ue
neg.access_ri ght ::= "neg.access_right"
def _aut h val ue
conditions ::= pre_conds nid.conds rr_conds

post _conds

pre_conds ::= {condition}

m d_conds ::= {condition}

rr_conds ::= {condition}

post _conds ::= {condition}

condition ::= cond_type def_auth val ue
cond_-type ::= al phanumeric_string

def _auth ::= al phanuneric_string

val ue ::= al phanumeric_string

cond_t ype defines the type of condition, e.g., access
identity or time.

def _aut h indicates the authority responsible for defin-
ing the value withinthe cond_t ype, e.g., Kerberos.

val ue isthe value of condition. Its semanticsis deter-
mined by the cond_t ype field. The name space for the
value is defined by the def _aut h field.

It should be pointed out that the EACL language descrip-
tion presented hereis not complete. Our current framework
supports flexible policy composition model. Thediscussion
of thisissue is beyond the scope of this paper.

Next we present an exampleof an EACL that governs ac-
cessto a host.



Entry 1 specifies that Tom can not login to the host.

Entries 2 and 3 mean that loginsfrom the specified I P ad-
dressrange are permitted, using either X509 or Kerberosfor
authentication if the number of previouslogin attempts dur-
ing the day does not exceed 3. If the request fails, the num-
ber of the failed logins for the user should be updated. The
connection duration time must not exceed 8 hours.

Entry 4 means that anyone, without authentication, can
check the status of the host if he connects from the specified
| P address range.

Entry 5 specifies that host shut downs are permitted, us-
ing Kerberosfor authentication. If the request succeeds, the
user ID must be logged. If the operation fails, the sysadmin
must be notified by e-mail.

#EACL entry 1
neg-access.right test host_login

pre_cond_access_id KerberosV.5 tom@ORGB.EDU
#EACL entry 2
pos_access._right test host_login

pre_cond_ocation |Psec 10.1.1.0-10.1.200.255
pre_cond_access.id X509
" /C=US/O=Trusted/OU=orgb.edu/CN=partnerB”
pre_cond_threshold local <3failures/day/failed_log/
rr_cond_update_log local on:failure/failed_|og/info:userl D
mid_cond_duration local <8hrs

#EACL entry 3
pos_access._right test host_login

pre_cond_ocation |Psec 10.1.1.0-10.1.200.255
pre_cond_access_id KerberosV.5 partnerb@ORGB.EDU
pre_cond_threshold local <3failures/day/failed_log/
rr_cond_update_log local on:failure/failed_|og/info:userl D
mid_cond_duration local <8hrs

#EACL entry 4
pos_access._right test host_check status

pre_cond_ocation IPsec 10.1.1.0-10.1.200.255
#EACL entry 5
pos_access._right test host_shut_down

pre_cond_access_id KerberosV.5 trusted @ORGA .EDU
rr_cond_audit local on:successinfo:userlD
post_cond_notify local email/to:sysadmin/on:failure
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