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Abstract

Oneof the mostdifficult problemsto be solvedby meta-
computingsystemss to ensue strong authenticationand
authorization. The problemis complicatedsincethe hosts
involvedin a metacomputingrvironmenbftenspanmulti-
ple administative domainsgad with its ownsecuritypol-
icy. Thispaperpresentsa distributedauthorizationmodel
usedby our resouce allocation systemthe Prospep Re-
souice Manager [8]. Themain component®f our design
are ExtendedAccessContol Lists, EACLs,anda Geneal
Authorizationand AccessAPI, GAA API. EACLs extend
conventionalACLsto allow conditionalrestrictionson ac-
cesgights. In the caseof the Prospep Resouce Manager,
specificrestrictionsincludelimits on the computationate-
souicesto beconsume@ndonthecharacteristicsoftheap-
plicationsto be executedby the systemsuc asname ver
sionor endoser The GAA API providesa genegl frame-
workfor applicationsto accesgshe EACLs. We havebuilt a
prototypeof thesystem.

1. Intr oduction

Metacomputings sometimesiefinedasthe abstraction
of geographicallydispersedomputingandcommunication
resourcege.g. supercomputerand high-speechetworks)
into a singlemetacomputef?2]. Ideally, the userof the sys-
temis presenteavith aconsistenandfamiliarinterfacethat
hidesthe geographicscale,the compleity andthe hetero-
geneity

A metacomputingystemusuallycrossesadministratve
domainsandinvolvesavery largenumberof computingre-
sources.Suchsystemshave particularly sensitve require-
mentsfor security Thisis oneof the mostdifficult require-
mentsto satisfy dueto thelarge scaleandheterogeneityf

theresourcesnvolved. The problemis complicatecdby the
variety of representationandby the applicationof access
controlpoliciesacrosamultiple administratve domains.
Thispaperdescribesheauthenticatiomndauthorization
mechanismsand policies usedby the ProsperoResource
Manager(PRM [8]), a scalableresourceallocationsystem
thatmanage@rocessingesourcesn metacomputingnvi-
ronments. PRM usesKerberos[9] to achieve strongau-
thenticationandintegratesa new distributed authorization
model.Becausadlifferentadministratve domainsmightuse
different security servicesfor authenticatiorof principals
(e.g.DCE, X.509),wedesignedhesystento beextensible,
allowing avariety of securityservicedo be usedinsteadof
orin additionto KerberosThemodelis basedntwo ideas:

1. ExtendedAccessControlLists (EACL): corventional
AccessControl Lists (ACL) areextendedwith anop-
tional field addedto eachACL entry specifyingre-
strictionson authorizedrights. In the caseof PRM,
the attributesinclude strengthof authentication]im-
its on the physicalresourcesnanageddy the system
(e.g. CPUload, memoryusage)ndcharacteristicef
applicationsthat the usersarewilling to run on their
processorge.g.name version.endorser).

2. GeneralAuthorizationand AccessAPl (GAA API):
we defineda commonAPI to facilitate authorization
decisiondor applicationsPRMinvokesthe GAA API
functionsto determineif a requestedperationor set
of operationds authorizedor if additionalchecksare
necessary

Easeof useandconfigurabilityareimportantissuego be
consideredor ary resourceamanagemergystem. For this
reasonwe developeda scalablemechanismbasedon the
Prosperdirectory Serviceto facilitatethe managemendf
theextendedaccessontrollists.



The paperis organizedasfollows. Section 2 describes
theProsperdresourcévlanager Section3 presentshemo-
tivationfor theauthorizatiormodelappliedto metacomput-
ing applications.Section 4 discusseshe two components
of the distributed authorizationmodel: the EACL frame-
work andthe GAA API. Section 5 shavs how the model
is adaptedandintegratedwithin PRM. Section 6 describes
themanagemeruf the EACL usingthe Prosperdirectory
Service.Section 7 discusseselatedwork.

2. The Prospeio Resource Manager

The design of the ProsperoResourceManagerwas
guided by the conceptof the Virtual SystemMaodel, in
whichresource®f interestarereadily accessiblandthose
of lessinterestarehiddenfrom view [8]. PRM appliesthis
concepto theproblemof allocatingresource# largescale
systemdy dividing the functionsof resourcenanagement
betweerthreetypesof managersthe systemmanagerthe
job manageiandthe nodemanager Eachmanagemakes
schedulingdecisionsat a differentlevel of abstractiorand
this separatiorof managemergnable®RM to scaleasthe
numberof managedesourcegncreases.

Throughoutthe paper we will usethetermnodeto de-
notea processinglementbeit a processoin a multipro-
cessorervironmentor a workstationwhoseresourcesre
madeavailablefor runningjobs. A job consistof a setof
communicatingasks runningonthenodesallocatedo the
job. A taskconsistof oneor morethreadsof controlof an
application,togethemwith the addresspacein which they
run.

2.1 The systemmanager

In PRM, the total collectionof processingesourcess
dividedinto subsetsvhich correspondisuallyto adminis-
trative domains.Eachsubsefis managedy a systemman-
agerwhichis responsibldor allocatingits resourceso jobs
asneeded.The systemmanagershemselescanbe orga-
nizedin a hierarchicalmannetin orderto avoid bottlenecks
andensurescalability

The systemmanagermaintainsinformation about the
characteristiceof eachresourcet managestogetherwith
the mappingfrom resourcedo jobs. The systemmanager
recevesstatusupdatesrom nodemanagerge.g. availabil-
ity, loadinformation)andusesthemto make allocationde-
cisions. The systemmanagemlsorespondgo resourcee-
guestsrom job managers.

2.2 The job manager

The job manayer offersa singlepoint of contactfor ap-
plicationsto requeshecessaryesourceslt hidesfrom the

applicationthe compleity of managingthe resourceghat
have beenallocatedby the systemmanagetto a particular
job.

When a job is initiated, the job managerocatessys-
tem managergby usingthe ProsperdDirectory Serviceif
available or from a configurationfile) and sendsresource
requestslf the responsdrom the systemmanageis affir-
mative, thenthe job managemllocateshe resourceso the
tasksin thejob andcontactshe nodemanagefor eachre-
sourcen orderexecutethetaskson the appropriateproces-
sors. If asystemmanagerefuseshe requestfor example
whenthejob manageis notauthorizedo make therequest
or whenthereareno resourcesvailable,thenthejob man-
agercontactsothersystemmanagersvhich cansatisfythe
request.

2.3 The nodemanager

Eachresourcan the systemis managedy a nodeman-
ager which is informed by the systemmanageraboutjob
managerdhat are authorizedto use the resource. When
the node managerreceves a requestfrom an authorized
job managerit respondsby loadingand executingthe re-
guestedrogram.Thenodemanagesendanessaget the
job manageuponterminationor failure of tasksandto the
systemmanagenboutthe availability of thenodefor future
assignments.

3. Moti vation for a New Authorization Model

Metacomputingsystemscover large networks connect-
ing mutually suspiciousiomainswhich areindependently
administered.

Considerthefollowing scenario A userlogsontoa ma-
chineandwantsto performa computatioron aremotema-
chineresidingin adifferentsecuritydomain.Let usidentify
thesecurityissuego be considered:

o Establishinga trust relationshipof the usersbetween
differentsecuritydomains.The domainsecurityman-
agermust maintainan authorizationdatabasdisting
principalsauthorizedo requestesourceselongingo
thisdomain.

e Accesscontrol and authorizationpolicies to protect
senerresourcesln awide areanetwork, it is unlikely
thatsiteswould make their resourcesvailableto oth-
ersif thereareno meansof protection. Thereshould
be a flexible mechanisnto representiserdefinedse-
curity policies,suchas:

— type and amountof resourceghat the nodeis
willing to allocate,e.g. memory processorger
minal accessaccesgo the local files anddirec-
tories,network connections



— applicationsthat can be run on the node, e.g.
nameof applicationversion,platform,endorser

— requiremenbf paymenibor accountingor there-
sourcesonsumed

e Enforcementf the securitypolicies. Thereshouldbe
amechanisnior monitoringexecutionof the program
on a particularnodeto ensurethatthe programkeeps
strictly to the limits imposedby the local administra-
tors

Specificationof security policies for principals from
multiple administratve domaingposesadditionalproblems:

e Thereare multiple mechanismdor authenticatiorof
userdn differentdomains.Thereforetheremaybeno
singlesyntaxfor specificatiorof principalnames

e Similarly theremaybenostandargecuritypolicy rep-
resentationAdministratorsof eachdomainmight use
domain-specifigpolicy syntaxand heterogeneouisn-
plementationsf thepolicies

Thereforeour goalwasto designa flexible andexpressie
mechanismfor representingand evaluating authorization
policies. It shouldbe generalenoughto supporta variety
of mechanismdasedon public or secretkey cryptosys-
temsand provide integrationof local anddistributedsecu-
rity policies.

4. Overview of the Model

Our modelis designedor a systemthat spansmultiple
administratve domainswhereeachdomaincanimposeits
own securitypolicies. It is still necessarghata common
authenticatiormechanisnbe supportecbetweerntwo com-
municatingsystemsThemodelwe presenenableshesyn-
tactic specificationof multiple authenticatiorpolicies, but
it doesnot translatebetweerheterogeneouauthentication
mechanisms.

4.1 The Extended AccessControl List (EACL)
framework

EACLs extendthe corventionalACL conceptby using
conditionalauthorizationas an extensionto authorization
policies,implementedasrestrictiongor conditionswe use
thesewordsinterchangeablydn authenticatiorand autho-
rizationcredentials An EACL is associatedavith anobject
andlists principalsallowedto accesshis objectandthetype
of accesgranted.

The objectsto be protectedin PRM are hosts,but our
modelis suitablefor applicationsn which the objectsare
files, physicaldeviceslik e printersor faxesetc.

4.1.1 Notation

We will usethe Backus-Naurorm to denotethe ele-
mentsof our EACL language.Squarebraclets,[ ], de-
noteoptionalitemsandcurly braclets,{}, surrounditems
thatcanrepeatzeroor moretimes. A verticalline, | , sep-
aratesalternatves. Itemsinside single quotesare the ter-
minal symbols. The wild-card symbol"” *" is usedin an
EACL justasin the UNIX ervironment.

4.1.2 EACL : SpecificationFormat

An EACL consistof asetof EACL entries.EachEACL
entry representaccesscontrol policiesdirectly associated
with a particularprincipal entity. An EACL entry specifies
a principal or a list of principals,a setof grantedand/or
deniedaccessights, and optionally, any associate¢ondi-
tions.

eacl _entry::= principal {principal}
access_rights {condition}
{access _rights {condition}} ';’

4.1.3 Specificationof Principals

Theprincipalis specifiedaccordingo thefollowing for-
mat:

principal::=

principal _type sec_nmech principal _ID|
" ANYBODY’

principal _type:: =" HOST |
"GROUP* | ' APPLI CATI ON

' USER |

wheresec_nmech andpri nci pal _I D arealphanumeri-
calstrings.

Differentadministratve domainamight usedifferentau-
thenticationmechanismsgachhaving a particular syntax
for specificationof principals. For example, an applica-
tion may use KerberosV5 [9] as an authenticationser
vice. KerberosV5 provides secret-key basedauthentica-
tion and the format of the KerberosV5 principal name
isuser _nane/ i nst ance@ eal m Otherdomainsmay
use DCE to obtainthe users identity credentialsusually
identified by a User ID and Group ID. Another domain
mightuseclientauthenticatiorin SSL,basedn public-key
cryptography where principals are identified by a global
name, syntacticallytied to the X.500 directory In our
model, the syntaxof pri nci pal _I D is definedaccord-
ing to the underlyingsec _nech, but is taggedto identify
thenamespace.

Principalscanbeaggregatednto a singleentrywhenthe
sameset of accesgights and conditionsappliesto all of
them.ANYBODY is usedto represenall principalsregard-
lessof authenticationExamplesof principalentitiesare:



ANYBCODY

USER KERBERGCS. V5 kot @ Sl . EDU
HOST | Paddr ess 164. 67. 21. 82
GROUP DCE 8

APPLI CATI ON CHECKSUM 0x75AA31

4.1.4 Specificationof Accessights

Accesgightsarespecifiedusingtheformat:

access_rights::="<' tag
{ tag ':" ['-"]value }

wheret ag andval ue arealphanumericastrings.

Accessrights are namesfor typesof accesgo the pro-
tected object. All operationsdefinedon the object are
groupedby type of accesgo the objectthey representand
namedusinga tag. Theright is grantedwhenthereis no
"-" precedingheright specificationptherwisetheright is
denied.Themeaningof accessontrolrightsis application
specific.

['-"] value
| 1 % 1>1

4.1.5 Specificationof Conditions

Conditions specify the type-specific policies under
which an operationcan be performedon an object. The
formatusedfor specifyingaccessightsconditionss asfol-
lows:

condition::= type val ue

wheret ype andval ue arealphanumericasdtrings.

A conditionis interpretedaccordingto its type. Condi-
tionscanbe catgyorizedasgenericor specific.A condition
is generidf it is interpretedby the GAA API. For example:
time of day, authenticatiormechanismrequiredendorse-
ment.Specificconditionsareinterpretedy theapplication:
CPUload, memoryusageapplicationghatareto beloaded
onthenode.

4.1.6 EACL evaluation

The authorizationlanguagewe presentedsupportsau-
thorizationmodelsbasedon the closedworld model,when
all rightsareimplicitly denied.Authorizationsaregranted
by an explicit listing of positive accesgights. The open
world model, which is basedon implicit granting of all
rights and listing of only negative authorizationscan be
representeth our modelby including ANYBODY * asthe
final entryin anEACL. Thiswill granteverybodyall rights
regardlessf authentication Denial of rightsis thenspeci-
fied usingnegative rightsin entriesearlierin the ACL.

If oneallows both negative and positive authorizations
in individual or group entries,inconsistenciesnustbe re-
solved accordingto differentresolutionrules. The design

approachwe adoptedallows the orderedinterpretationof
EACLs. An orderedevaluationapproachs easierto imple-
ment,it allowsonly partialevaluationof EACL andresoles
the authorizationconflicts. Evaluationof orderedEACL
startsfrom thefirst to the lastin the list of EACL entries.
Theresolutionof inconsistenauthorizations basedon or-
dering:theauthorization®r denialsthathave alreadybeen
examinedtake precedencever later ones. Otherinterpre-
tationsarepossible but we foundthatfor mary suchpoli-
cies,resolutionof inconsistencies/aseitherNP-Complete
or undecidable.

4.2 GAA API

The GAA API is usedby applicationdo decidewhether
the subjectis authorizedfor access.In this subsectiorwe
provide a brief descriptionof the GAA API routines.

4.2.1 GAA API functions

1) gaa_get _obj ect _eacl

This functionis called beforeother GAA API routines
which requirea handleto the objectEACL onwhichto op-
erate.lt returnsa handleto the objectEACL.

2)gaa_check_aut hori zati on

This functiontells the applicationsener whetherthere-
guestedperatioris authorizedpr if additionalapplication-
specificchecksarerequired. It returnsthe code YES (in-
dicating authorization)if all requestedperationsare au-
thorized,NO (indicatingdenialof authorization) if atleast
oneoperatioris notauthorizedMAYBE (indicatingneedfor
application-specifichecks)if thereare someunevaluated
conditionsandadditionalapplication-specifichecksarere-
quired. A list of conditionsis alsoreturnedgeachcondition
being marked as evaluatedor not evaluated,andif evalu-
ated, marked as met or not met. The time period during
whichtheauthorizatioris granteds returnedasacondition
thatmaybe usedby theapplication.

If no operatiorwasspecifiedasaninput, alist of autho-
rizedrightsis returnedasa conditionthatmustbe checled
by the application. This allows the applicationto discover
accesscontrol policies associatedvith the target object.
The applicationmust understancthe conditionsthat are
returnedunevaluated,otherwiseit rejectsthe request. If
the applicationunderstandshe conditions,it checksthem
againsthe informationaboutthe requestthetargetobject,
or otherervironmentalconditionsto determinewvhetherthe
conditionshave beenmet.

4.2.2 GAA API Security Context

The securitycontect is an argumentpassedo the GAA
API. Someof its constituentdollow:



Identity Verified authenticatiorinformation,suchasprin-
cipal ID for aparticularsecuritymechanismTo deter
minewhich entriesapply, the GAA API checksif the
specifiedorincipalID appearsn anEACL entrythatis
pairedwith aprivilegefor thetypeof accessequested.

Authorization Attrib utes Verified authorizationcreden-
tials, such as group membership, group non-
membershi@andproxies.

DelegatedCredentials Delegation is supportedthrough
inclusionof delegatedcredentialssuchasthosesup-
portedby restrictedproxies[6].

Evaluation and Retrieval Functionsfor Upcalls These
functions are called to evaluate application-specific
conditions; requestadditional credentialsand verify
them.

5. Applying the Distributed Authorization
Model to PRM

We will first discusgheintegrationof the EACL frame-
work into PRM andthenwe will shav how PRMmakesuse
of the GAA API to enforcethe policiesexpressedhrough
the EACL.

5.1 EACL conditions specificto PRM

Ourexperiencawith deploying PRMon awide scalehas
shavn thatadministratorsaremorewilling to grantaccess
to their workstationsf they canrestrictaccesgo usersor
organizationghey trust. Administratorsmustalsobe able
to specifyrestrictionson the specificapplicationghat will
runontheir systemsTheserestrictionsareimportantin the
contet of movementof executableor interpretedcontent
betweendifferentsystemsandplatforms,i.e. whatis usu-
ally known as“mobile code”. We have thereforantroduced
EACL conditionsspecificto this type of policy:

- nameof application:

applicationnane : matlab
- nameof interpreterin casetheapplicationis writtenin an
interpretedanguage:

interpreter_nane : Tcl
- platformtheapplicationrunson:

applicationplatform: Solaris
- versionnumberfor theapplication:
applicationversion : 1.0

- endorsepr certifying authorityfor theapplication:
appl i cati on_endor ser d obus
Authorizing a userto run an applicationon the specific
resourcess often not detailedenoughfor systemadmin-
istrators. Whatis neededs a way to imposeand enforce

limits on the physicalresourcesonsumedy the applica-
tions. To specify theselimits, PRM usesspecificEACL
conditions:
- CPUload, expressecdsmaximumpercentagef the CPU
time thatanapplicationis allowedto use:

cpulload : 20%
- memoryusagegxpresse@smaximumsizein Kbytesthat
aprocessanoccupy in mainmemory:

memusage : 1024
- machinddle time, expressedsminimumintenal in min-
utesthatthe machinehasto beidle beforeary application
managedy PRMis allowedto run:

idletime : 30

5.2 Usingthe GAA API in PRM
5.2.1 Creationof the GAA API security context

For communications,PRM usescalls to the Asyn-
chronousReliable Delivery Protocol (ARDP), which han-
dles several securityservicesincluding authenticationin-
tegrity and payment. ARDP calls the Kerberoslibrary
througha securityAPI, requestinghe principal’s identity,
which is placedinto the securitycontet andis passedo
the GAA API. Figurel showvstheflow of control: the sys-
tem managercalls ARDP requestingthe principal’s iden-
tity (1); the requestandthe verification of the principal’s
identity credentialgake place(2, 3, 4, 5); ARDP placeshe
principal’s authenticatiorcredentialsn the securitycontext
(6a) andreturnsit to the systemmanager(6); the system
managerallsthe GAA API (7); the securitycontext, con-
tainingthe verified principal’s identity is beingpassednto
the GAA API (7a).

Whenadditionalsecurityattributesare requiredfor the
requestedoperation,the list of requiredattributesis re-
turnedandobtainedby the application. The applicationor
transportmay add an upcall function to the securitycon-
text which is passedo the GAA API andusedto request
requiredadditionalcredentials Suchadditionalcredentials
arerequestedyerified,andaddedo the securitycontet by
this upcallfunction.

5.2.2 Authorization Walk-thr ough

Herewe presentwo authorizatiorscenariosFirst, let's
considearequesfrom userJoeto runnmat | ab onthehost
kot . i si.edu onMondayat 7:30 PM. Assumethat this
hosthasthefollowing orderedEACL storedn theProspero
directoryservice:

USER kerberos.v5 joe@Sl.EDU
<HGCST : load > time_w ndow : 6AM 8PM
cpu_load : 20%;

GROUP kerberos.v5 operator@ Sl . EDU
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Figure 1. Creation of the GAA API security context

USER ker beros. v5
<HOST : *

tom@ Sl . EDU
> <DEVI CE : power _down> ;

ANYBODY <HOST : | oad> tine_day : sat-sun,
ti me_w ndow : 6AM 8PM
cpu_load : 10%;

When a job managercontactsa systemmanagerwith
the requestfor resourcesthe systemmanagercalls the
gaa_get _obj ect _eacl function to obtaina handleto
the EACL of kot . i si . edu. Theupcallfunctionfor re-
trievingtheEACL for thespecifiedbbjectfromtheProspero
virtualfile systemis passedo the GAA API andis calledby
gaa_get _obj ect _eacl , which returnsthe EACL han-
dle. The systemmanagercalls ARDP, which handlesau-
thenticationas explainedin Figure 1 andsection5.2.1. If
Joeis authenticateduccessfullythenthe verified identity
credentials placedinto the securitycontext, specifyingJoe
astheKerberogrincipalj oe@ S| . EDU.

Thegaa_check_aut hori zat i on functionis called
by the systemmanagerwhich asksif Joeis authorizedo
loadmat | ab tokot . i si . edu. In evaluatingthe EACL,
thefirst entryapplies.It grantstherequesteaperation put
theretwo conditionghatmustbeevaluated.Thefirst condi-
tionti me.wi ndow : 6AM 8PMis genericandis eval-
uateddirectly by the GAA API. Sincethe requestwasis-
suedon Mondayat 7:30PM this conditionis satisfied.The
secondconditioncpu_l oad : 20% is PRM-specific.
If the securitycontext passedy PRM defineda condition
evaluationfunctionfor upcall,thenthis functionis invoked
andif this conditionis metthen the final answeris YES
(authorized).

During the executionof the task the node manageris
monitoringif thetaskis abidingto thelimits imposednthe
localresourceandauthorizatiortime. If thecorresponding
upcallfunctionwasnotpassedo the GAA API, theanswer

is MAYBE andthe setof conditionsis returned.Conditions
aremarked aseitherevaluatedor not evaluated.In our ex-

ampleti me_wi ndow : 6AM 8PMwas evaluatedand
met;cpu_l oad : 20%wasnotevaluatedandshouldbe
checledby PRM.

Next, we presentan authorizationscenariovhereaddi-
tional credentialaareneededLet’s considerarequesfrom
userJoeto run mat | ab on the hostkot . i si . edu on
Monday at 8:30 PM. In EACL evaluation, the first entry
appliesbut doesnot grantthis operationsincethefirst con-
dition is not met. The temporaryansweris NO (hot autho-
rized). Theseconcentrygrantsthis permissionlf thesecu-
rity context definesa credentiatetrieval functionfor upcall,
thenthis function is invoked andif eithera group "oper-
ator” membershipcredentialor delegatedcredentialfrom
userTom for Joeis obtained thenthefinal answeris YES.
If the credentiaketrieval upcallfunctionwasnot passedo
the GAA API, theansweilis NO.

6. Managing the EACL usingthe Prospeio Di-
rectory Sewice

We have mentionedin section 2 that PRM dealswith
scalabilityissuesby splitting the task of managingthe re-
sourcescrosghethreetypesof managersOurgoalin de-
signingamechanisnfor themanagemenif theEACL files
wasto enableeasysharingof a defaultauthorizatiorpolicy
amongnodemanagersyhile allowing customizatiorof the
policy atthelevel of individual hosts.

We usetheProsperdirectoryService[7] to storethein-
formationassociateavith the EACL files. The EACL files
themselesareobjectsstoredin the Prosperalirectoryser
vice.

The following scenarioshavs how the managementf



thefilesis accomplished:

1. Theadministratoiof the domainwhoseresourcesre
managedby a systemmanagerunningon hostA createsan
EACL file describinghedefaultauthorizatiorpolicy which
appliesto thedomain.

2. The administratoregisterswith the Prospercsener.
We supplya scriptwhich takesasinput the locationof the
EACL file andcreatesa Prospermbjectrepresenting link
to thefile, togethemwvith two attributesfor thelink:

SYSTEMMANAGER A
EACL_DEFAULT True

3. If theadministratorof a particularhostB in the do-
main managedy A wantsto specifyalocal authorization
policy differentfrom the defaultone,a similar proceduras
followed, exceptthatthelink to thelocal EACL file is cre-
atedwith thefollowing attributes:

NODE_MANAGER B

EXTEND_DEFAULT Pr epend/ Append/ Repl ace

(Pr epend if the local policy is prependedo the default
policy, Append if thelocal policy is appendedo the de-
faultandRepl ace if thelocal policy completelyreplaces
thedefault)

4. Whena systemmanagelis contactedby a job man-
agerwith a requestfor resourcesit first authenticateshe
user aswasexplainedin the authorizatiorscenarian sec-
tion 5. Beforerequestingesourcegrom a nodemanager
running on a particularnode B, the systemmanagerre-
trievesthe EACL file associatedvith thatnodeby looking
for alink with attribute NODE_MANAGER = B. If no such
link is found,thedefault EACL file providedfor thedomain
will beusedandit will beobtainedby retrieving alink with
attributesSYSTEMMANAGER = A and EACL _DEFAULT
= True. If alink with NODE_MANAGER = B is found,
thena secondqueryis issuedfor the value of the attribute
EXTEND_DEFAULT. If thevalueis Pr epend or Append,
the systemmanagewill have to retrieve the default EACL
file first, andthenprependor appendto it the contentsof
the EACL file for nodeB (notethatthe distinctionbetween
thetwo case$r epend/ Append is necessarpecause¢he
EACL evaluationtakesinto accountheorderof the EACL
entries).If thevalueis Repl ace, thenonly the EACL file
for nodeB will beretrievedandused.

5. After retrieval of the EACL file, evaluationof thecon-
ditionslistedin thefile follows, asdetailedin theauthoriza-
tion scenariofrom section5. If all the conditionsaremet,
thejob managers allowedto usetheresource®nthatpar
ticularhost.

6. During the executionof taskson a particularhost,
the nodemanagemeriodically checkswhetherthe taskis
abidingto the limits imposedon the local resources.If it
is not, thenthe taskis interruptedand the job manageis
notified.

7. Related Work

Nagaratnamand Byrne [5] presenta model for Inter-
netuseragentsto control accesgo client resources.This
modelprotectsclient machinefrom hostiledownloadable
contentandallows the client to selectvely grantaccesgso
trustedagents Theauthenticityof thecodeis basedn dig-
ital signature®f principalscertifyingit. All accessontrol
requestsare mediatedby calling a securitymanagercom-
ponentanddecisionsarebasecdbn the users accesgontrol
specificationstoredin thepolicy database.

Themodelis restrictedo usingthe Javakey utility asan
authenticatiormechanisnbasedon public key digital sig-
natureswhile our modelis generakenoughto usea variety
of securitymechanismbasedn public or secrekey cryp-
tosystems.

Anotherdisadwantageof thatmodelis the duplicationof
commoninformation. Eachuserhasto maintaina database
of ary principalsspecifiedin the policy databasendtheir
public keys, as well as specificationof groups. These
databaseshouldbe properly integrity-protected. In con-
trast,PRM usesKerberogo achiese strongauthentication.
The authenticatiordatabasés maintainedcentrally by the
KDC andstoredonaphysicallysecuremachine Ourmodel
also supportsa group certification mechanism. A group
sener maintainsandprovidesgroupmembershipnforma-
tion, and issuesgroup membershipand non-membership
certificates. The certificatesare placedinto the GAA API
securitycontext andchecledby the GAA APl whenmaking
authorizationdecisions. Thereis no needfor eachuserto
maintainauthenticatiorand group specificationdatabases
locally.

The GeneralizedAccess Control List framework de-
scribedby Woo and Lam [10] presentsa language-based
approacHor specifyingauthorizatiorpolicies. The GACL
modelsupportonly systemstate-relatedonditionswithin
which rights are granted,suchas currentsystemload and
maximumnumberof copiesof a programto berun concur
rently. This may not be sufiicient for distributed applica-
tions. Our modelallows fine-grainedcontrol over the con-
ditions.

Both restrictedproxies[6] andthe use-conditiormodel
[4] allow conditionsand privilege attributesto be embed-
dedin authorizatiorcredential®r certificates Thesemech-
anismscan be readily integrated with the authorization
modelpresentedhere: the restrictionsor conditionscaried
in the proxy or certificateareevaluatedoy the GAA APl in
additionto therestrictionsin the matchinge ACL entry.

The CRISISarchitecturd1] providesACLs thatarere-
latedto the type of the protectedobject. For example,file
ACLs list principalsallowed read,write or executeaccess
to the file, whereamodeACLs containprincipalsallowed
to runjobsonthenode.CRISISACLSs do not supportcon-



straintson the resourceshat principalsareallowedto con-
sume. The emphasisof our work is on providing a gen-
eralframework for representingecuritypoliciesandfacil-
itating authorizatiordecisiondor applications.Our model
providesa uniform authorizationmechanisnthatis capa-
ble of supportingdifferentoperationsanddifferentkinds of
protectedbjects.

The Tivoli Managementnvironment (TME 10) is a
commerciallyavailable systemfrom IBM which takes a
role-basedapproacho security[3]. TME rolesarenamed
capabilities containinga list of objectsandaccesgpermis-
sionsto thoseobjects.Objectscanhave defaultaccessand
canbe associatedvith morethanonerole. Eachrole will
have a differentlevel of accesgo the object. Rolesarede-
finedto supporta particularjob functionwithin an organi-
zation, e.g. customersupportor managementGroupsare
assignedoles,thusgiving memberof thosegroupsaccess
capabilitiego theobjectsassignedo thoseroles. The TME
securitymodelcanbeeasilyexpressedby our EACL frame-
work:

1) An EACL is associatedvith eachobjectto be pro-
tected. Default accesdo the objectis representedby in-
cludingANYBODY def aul t ri ght s asthelastentryin
the EACL.

2) Theobjects EACL will containentrieslisting groups
andasetof accessights,grantecby TME rolesassignedo
eachgroup.

For example,n TME thegroupSupport _user s isas-
signedthe Cust oner _support role which grantsRWE
permissiongo file / cust _supp_di r/ * In our system,
anEACL associateavith theobject/ cust _supp_di r/ *
will havethefollowing entry:

GROUP sec_nech support users FILE R
FILE: WFILE: E ;

TME lacksflexibility in supportinguserdefinedsecurity
policies. It hasa fixed predefinedset of objecttypesand
genericaccespermissionshatareavailableon eachobject
type. In addition,the TME modelrequiresthe creationof
anew role to includeeachnen combinationof objectsand
accessights. This becomesery cumbersoméor systems
wherealargenumberof operationgxist onvariousobjects.

8. Conclusions

By extendingthe traditional AccessControl Lists with
restrictionson authorizedights,andby usingGeneralAu-
thorizationand GeneralAuthorizationand AccessAPI, it
becomepossibleo supportaflexible distributedauthoriza-
tion mechanismallowing applicationsand usersto define
their own accesgontrolpolicy types,andintegratinglocal
anddistributed security policies. The problemof transla-
tion of the policiesis addressetby usinggeneralor PRM-
specificevaluationfunctions. In this paper we have omit-

ted discussiorof mary practicaldetailsdueto spacdimi-

tation. A prototypeof the presentednodelhasbeendevel-
opedatthe InformationSciencednstituteof the University
of SoutherrCalifornia.
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