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Abstract

Oneof themostdifficult problemsto besolvedby meta-
computingsystemsis to ensure strong authenticationand
authorization.Theproblemis complicatedsincethe hosts
involvedin a metacomputingenvironmentoftenspanmulti-
ple administrativedomains,each with its ownsecuritypol-
icy. Thispaperpresentsa distributedauthorizationmodel
usedby our resource allocation system,the Prospero Re-
source Manager [8]. Themain componentsof our design
are ExtendedAccessControl Lists,EACLs,anda General
Authorizationand AccessAPI, GAA API. EACLs extend
conventionalACLsto allow conditionalrestrictionson ac-
cessrights. In thecaseof theProspero ResourceManager,
specificrestrictionsincludelimits on thecomputationalre-
sourcestobeconsumedandonthecharacteristicsof theap-
plicationsto beexecutedby thesystem,such asname, ver-
sionor endorser. TheGAAAPI providesa general frame-
work for applicationsto accesstheEACLs.We havebuilt a
prototypeof thesystem.

1. Intr oduction

Metacomputingis sometimesdefinedasthe abstraction
of geographicallydispersedcomputingandcommunication
resources(e.g. supercomputersandhigh-speednetworks)
into a singlemetacomputer[2]. Ideally, theuserof thesys-
temis presentedwith aconsistentandfamiliar interfacethat
hidesthe geographicscale,thecomplexity andthehetero-
geneity.

A metacomputingsystemusuallycrossesadministrative
domainsandinvolvesavery largenumberof computingre-
sources.Suchsystemshave particularlysensitive require-
mentsfor security. This is oneof themostdifficult require-
mentsto satisfy, dueto thelargescaleandheterogeneityof

theresourcesinvolved. Theproblemis complicatedby the
varietyof representationsandby the applicationof access
controlpoliciesacrossmultipleadministrativedomains.

Thispaperdescribestheauthenticationandauthorization
mechanismsand policies usedby the ProsperoResource
Manager(PRM [8]), a scalableresourceallocationsystem
thatmanagesprocessingresourcesin metacomputingenvi-
ronments. PRM usesKerberos[9] to achieve strongau-
thenticationand integratesa new distributedauthorization
model.Becausedifferentadministrativedomainsmightuse
differentsecurityservicesfor authenticationof principals
(e.g.DCE,X.509),wedesignedthesystemto beextensible,
allowing a varietyof securityservicesto beusedinsteadof
or in additiontoKerberos.Themodelis basedontwo ideas:

1. ExtendedAccessControlLists (EACL): conventional
AccessControlLists (ACL) areextendedwith anop-
tional field addedto eachACL entry specifyingre-
strictionson authorizedrights. In the caseof PRM,
the attributesincludestrengthof authentication,lim-
its on the physicalresourcesmanagedby the system
(e.g. CPUload,memoryusage)andcharacteristicsof
applicationsthat the usersarewilling to run on their
processors(e.g.name,version,endorser).

2. GeneralAuthorizationand AccessAPI (GAA API):
we defineda commonAPI to facilitateauthorization
decisionsfor applications.PRMinvokestheGAA API
functionsto determineif a requestedoperationor set
of operationsis authorizedor if additionalchecksare
necessary.

Easeof useandconfigurabilityareimportantissuesto be
consideredfor any resourcemanagementsystem.For this
reason,we developeda scalablemechanismbasedon the
ProsperoDirectoryServiceto facilitatethemanagementof
theextendedaccesscontrollists.



Thepaperis organizedasfollows. Section 2 describes
theProsperoResourceManager. Section3 presentsthemo-
tivationfor theauthorizationmodelappliedto metacomput-
ing applications.Section 4 discussesthe two components
of the distributed authorizationmodel: the EACL frame-
work andthe GAA API. Section 5 shows how the model
is adaptedandintegratedwithin PRM.Section 6 describes
themanagementof theEACL usingtheProsperoDirectory
Service.Section 7 discussesrelatedwork.

2. The Prospero ResourceManager

The design of the ProsperoResourceManager was
guided by the conceptof the Virtual SystemModel, in
which resourcesof interestarereadilyaccessibleandthose
of lessinterestarehiddenfrom view [8]. PRM appliesthis
conceptto theproblemof allocatingresourcesin largescale
systemsby dividing thefunctionsof resourcemanagement
betweenthreetypesof managers:thesystemmanager, the
job managerandthe nodemanager. Eachmanagermakes
schedulingdecisionsat a differentlevel of abstractionand
thisseparationof managementenablesPRMto scaleasthe
numberof managedresourcesincreases.

Throughoutthepaper, we will usethe termnodeto de-
notea processingelement,be it a processorin a multipro-
cessorenvironmentor a workstationwhoseresourcesare
madeavailablefor runningjobs. A job consistsof a setof
communicatingtasks,runningon thenodesallocatedto the
job. A taskconsistsof oneor morethreadsof controlof an
application,togetherwith the addressspacein which they
run.

2.1. The systemmanager

In PRM, the total collectionof processingresourcesis
divided into subsetswhich correspondusuallyto adminis-
trative domains.Eachsubsetis managedby a systemman-
ager whichis responsiblefor allocatingits resourcesto jobs
asneeded.The systemmanagersthemselvescanbe orga-
nizedin ahierarchicalmannerin orderto avoid bottlenecks
andensurescalability.

The systemmanagermaintainsinformation about the
characteristicsof eachresourceit manages,togetherwith
the mappingfrom resourcesto jobs. The systemmanager
receivesstatusupdatesfrom nodemanagers(e.g.availabil-
ity, loadinformation)andusesthemto make allocationde-
cisions.Thesystemmanageralsorespondsto resourcere-
questsfrom job managers.

2.2. The job manager

The job manager offersa singlepoint of contactfor ap-
plicationsto requestnecessaryresources.It hidesfrom the

applicationthe complexity of managingthe resourcesthat
have beenallocatedby the systemmanagerto a particular
job.

When a job is initiated, the job managerlocatessys-
tem managers(by usingthe ProsperoDirectory Serviceif
availableor from a configurationfile) and sendsresource
requests.If theresponsefrom thesystemmanageris affir-
mative, thenthe job managerallocatestheresourcesto the
tasksin thejob andcontactsthenodemanagerfor eachre-
sourcein orderexecutethetaskson theappropriateproces-
sors. If a systemmanagerrefusestherequest,for example
whenthejob manageris notauthorizedto maketherequest
or whenthereareno resourcesavailable,thenthejob man-
agercontactsothersystemmanagerswhich cansatisfythe
request.

2.3. The nodemanager

Eachresourcein thesystemis managedby a nodeman-
ager which is informedby the systemmanageraboutjob
managersthat are authorizedto usethe resource. When
the node managerreceives a requestfrom an authorized
job manager, it respondsby loadingandexecutingthe re-
questedprogram.Thenodemanagersendsmessagesto the
job manageruponterminationor failureof tasksandto the
systemmanagerabouttheavailability of thenodefor future
assignments.

3. Moti vation for a NewAuthorization Model

Metacomputingsystemscover large networks connect-
ing mutuallysuspiciousdomains,which areindependently
administered.

Considerthefollowing scenario.A userlogsontoa ma-
chineandwantsto performa computationon a remotema-
chineresidingin adifferentsecuritydomain.Letusidentify
thesecurityissuesto beconsidered:

� Establishinga trust relationshipof the usersbetween
differentsecuritydomains.Thedomainsecurityman-
agermust maintainan authorizationdatabaselisting
principalsauthorizedto requestresourcesbelongingto
thisdomain.

� Accesscontrol and authorizationpolicies to protect
server resources.In a wide areanetwork, it is unlikely
thatsiteswould make their resourcesavailableto oth-
ersif thereareno meansof protection.Thereshould
be a flexible mechanismto representuser-definedse-
curity policies,suchas:

– type and amountof resourcesthat the node is
willing to allocate,e.g. memory, processors,ter-
minal access,accessto the local files anddirec-
tories,network connections



– applicationsthat can be run on the node, e.g.
nameof application,version,platform,endorser

– requirementof paymentor accountingfor there-
sourcesconsumed

� Enforcementof thesecuritypolicies.Thereshouldbe
a mechanismfor monitoringexecutionof theprogram
on a particularnodeto ensurethat theprogramkeeps
strictly to the limits imposedby the local administra-
tors

Specificationof security policies for principals from
multipleadministrativedomainsposesadditionalproblems:

� Therearemultiple mechanismsfor authenticationof
usersin differentdomains.Therefore,theremaybeno
singlesyntaxfor specificationof principalnames

� Similarly theremaybenostandardsecuritypolicy rep-
resentation.Administratorsof eachdomainmight use
domain-specificpolicy syntaxandheterogeneousim-
plementationsof thepolicies

Thereforeour goalwasto designa flexible andexpressive
mechanismfor representingand evaluatingauthorization
policies. It shouldbe generalenoughto supporta variety
of mechanismsbasedon public or secretkey cryptosys-
temsandprovide integrationof local anddistributedsecu-
rity policies.

4. Overview of the Model

Our modelis designedfor a systemthatspansmultiple
administrative domainswhereeachdomaincanimposeits
own securitypolicies. It is still necessarythat a common
authenticationmechanismbesupportedbetweentwo com-
municatingsystems.Themodelwepresentenablesthesyn-
tactic specificationof multiple authenticationpolicies,but
it doesnot translatebetweenheterogeneousauthentication
mechanisms.

4.1. The Extended AccessControl List (EACL)
framework

EACLs extendthe conventionalACL conceptby using
conditionalauthorizationas an extensionto authorization
policies,implementedasrestrictions(or conditions,weuse
thesewordsinterchangeably)on authenticationandautho-
rizationcredentials.An EACL is associatedwith anobject
andlistsprincipalsallowedtoaccessthisobjectandthetype
of accessgranted.

The objectsto be protectedin PRM arehosts,but our
modelis suitablefor applicationsin which the objectsare
files,physicaldeviceslike printersor faxesetc.

4.1.1. Notation

We will usethe Backus-NaurForm to denotethe ele-
mentsof our EACL language.Squarebrackets,[ ], de-
noteoptionalitemsandcurly brackets,

���
, surrounditems

thatcanrepeatzeroor moretimes. A vertical line, |, sep-
aratesalternatives. Items insidesinglequotesare the ter-
minal symbols. The wild-card symbol"*" is usedin an
EACL justasin theUNIX environment.

4.1.2. EACL : SpecificationFormat

An EACL consistsof asetof EACL entries.EachEACL
entry representsaccesscontrol policiesdirectly associated
with a particularprincipalentity. An EACL entryspecifies
a principal or a list of principals,a set of grantedand/or
deniedaccessrights,andoptionally, any associatedcondi-
tions.

eacl_entry::= principal {principal}
access_rights {condition}
{access_rights {condition}} ’;’

4.1.3. Specificationof Principals

Theprincipalis specifiedaccordingto thefollowing for-
mat:

principal::=
principal_type sec_mech principal_ID |
’ANYBODY’
principal_type::=’HOST’ | ’USER’ |
’GROUP’ | ’APPLICATION’

wheresec mech andprincipal ID arealphanumeri-
calstrings.

Differentadministrativedomainsmightusedifferentau-
thenticationmechanisms,eachhaving a particularsyntax
for specificationof principals. For example,an applica-
tion may use KerberosV5 [9] as an authenticationser-
vice. KerberosV5 providessecret-key basedauthentica-
tion and the format of the KerberosV5 principal name
is user name/instance@realm. Otherdomainsmay
useDCE to obtain the user’s identity credentials,usually
identified by a User ID and Group ID. Another domain
mightuseclientauthenticationin SSL,basedonpublic-key
cryptography, whereprincipalsare identified by a global
name, syntactically tied to the X.500 directory. In our
model, the syntaxof principal ID is definedaccord-
ing to theunderlyingsec mech, but is taggedto identify
thenamespace.

Principalscanbeaggregatedinto asingleentrywhenthe
sameset of accessrights and conditionsappliesto all of
them.ANYBODY is usedto representall principalsregard-
lessof authentication.Examplesof principalentitiesare:



ANYBODY
USER KERBEROS.V5 kot@ISI.EDU
HOST IPaddress 164.67.21.82
GROUP DCE 8
APPLICATION CHECKSUM 0x75AA31

4.1.4 Specificationof Accessrights

Accessrightsarespecifiedusingtheformat:

access_rights::=’<’ tag ’:’ [’-’] value
{ tag ’:’ [’-’]value } | ’*’ ’>’

wheretag andvalue arealphanumericalstrings.
Accessrights arenamesfor typesof accessto the pro-

tectedobject. All operationsdefinedon the object are
groupedby typeof accessto theobjectthey represent,and
namedusinga tag. The right is grantedwhenthereis no
"-" precedingtheright specification,otherwisetheright is
denied.Themeaningof accesscontrolrightsis application
specific.

4.1.5. Specificationof Conditions

Conditions specify the type-specific policies under
which an operationcan be performedon an object. The
formatusedfor specifyingaccessrightsconditionsis asfol-
lows:

condition::= type ’:’ value

wheretype andvalue arealphanumericalstrings.
A conditionis interpretedaccordingto its type. Condi-

tionscanbecategorizedasgenericor specific.A condition
is genericif it is interpretedby theGAA API. For example:
time of day, authenticationmechanism,requiredendorse-
ment.Specificconditionsareinterpretedby theapplication:
CPUload, memoryusage,applicationsthataretobeloaded
onthenode.

4.1.6. EACL evaluation

The authorizationlanguagewe presentedsupportsau-
thorizationmodelsbasedon theclosedworld model,when
all rightsareimplicitly denied.Authorizationsaregranted
by an explicit listing of positive accessrights. The open
world model, which is basedon implicit granting of all
rights and listing of only negative authorizations,can be
representedin our modelby includingANYBODY * asthe
final entryin anEACL. Thiswill granteverybodyall rights
regardlessof authentication.Denialof rights is thenspeci-
fiedusingnegativerightsin entriesearlierin theACL.

If oneallows both negative andpositive authorizations
in individual or groupentries,inconsistenciesmustbe re-
solved accordingto differentresolutionrules. The design

approachwe adoptedallows the orderedinterpretationof
EACLs. An orderedevaluationapproachis easierto imple-
ment,it allowsonlypartialevaluationof EACL andresolves
the authorizationconflicts. Evaluationof orderedEACL
startsfrom the first to the last in the list of EACL entries.
Theresolutionof inconsistentauthorizationis basedon or-
dering:theauthorizationsor denialsthathavealreadybeen
examinedtake precedenceover laterones.Otherinterpre-
tationsarepossible,but we foundthat for many suchpoli-
cies,resolutionof inconsistencieswaseitherNP-Complete
or undecidable.

4.2. GAA API

TheGAA API is usedby applicationsto decidewhether
the subjectis authorizedfor access.In this subsectionwe
providea brief descriptionof theGAA API routines.

4.2.1. GAA API functions

1) gaa get object eacl
This function is calledbeforeotherGAA API routines

which requirea handleto theobjectEACL onwhich to op-
erate.It returnsa handleto theobjectEACL.

2) gaa check authorization
This functiontells theapplicationserverwhetherthere-

questedoperationis authorized,or if additionalapplication-
specificchecksare required. It returnsthe codeYES (in-
dicating authorization)if all requestedoperationsare au-
thorized,NO (indicatingdenialof authorization) if at least
oneoperationis notauthorized,MAYBE (indicatingneedfor
application-specificchecks)if therearesomeunevaluated
conditionsandadditionalapplication-specificchecksarere-
quired.A list of conditionsis alsoreturned,eachcondition
beingmarked asevaluatedor not evaluated,and if evalu-
ated,marked as met or not met. The time period during
whichtheauthorizationis grantedis returnedasacondition
thatmaybeusedby theapplication.

If no operationwasspecifiedasaninput,a list of autho-
rizedrightsis returnedasa conditionthatmustbechecked
by theapplication.This allows theapplicationto discover
accesscontrol policies associatedwith the target object.
The applicationmust understandthe conditions that are
returnedunevaluated,otherwiseit rejectsthe request. If
the applicationunderstandsthe conditions,it checksthem
againsttheinformationabouttherequest,thetargetobject,
or otherenvironmentalconditionsto determinewhetherthe
conditionshavebeenmet.

4.2.2 GAA API Security Context

Thesecuritycontext is anargumentpassedto theGAA
API. Someof its constituentsfollow:



Identity Verifiedauthenticationinformation,suchasprin-
cipal ID for aparticularsecuritymechanism.To deter-
minewhich entriesapply, theGAA API checksif the
specifiedprincipalID appearsin anEACL entrythatis
pairedwith aprivilegefor thetypeof accessrequested.

Authorization Attrib utes Verified authorizationcreden-
tials, such as group membership, group non-
membershipandproxies.

DelegatedCredentials Delegation is supportedthrough
inclusionof delegatedcredentials,suchasthosesup-
portedby restrictedproxies[6].

Evaluation and Retrieval Functions for Upcalls These
functions are called to evaluate application-specific
conditions; requestadditional credentialsand verify
them.

5. Applying the Distributed Authorization
Model to PRM

We will first discusstheintegrationof theEACL frame-
work into PRMandthenwewill show how PRMmakesuse
of theGAA API to enforcethepoliciesexpressedthrough
theEACL.

5.1. EACL conditionsspecificto PRM

Ourexperiencewith deploying PRMonawidescalehas
shown thatadministratorsaremorewilling to grantaccess
to their workstationsif they canrestrictaccessto usersor
organizationsthey trust. Administratorsmustalsobe able
to specifyrestrictionson thespecificapplicationsthatwill
runontheirsystems.Theserestrictionsareimportantin the
context of movementof executableor interpretedcontent
betweendifferentsystemsandplatforms,i.e. what is usu-
ally knownas“mobile code”.Wehavethereforeintroduced
EACL conditionsspecificto this typeof policy:
- nameof application:
application name : matlab

- nameof interpreter, in casetheapplicationis written in an
interpretedlanguage:
interpreter name : Tcl

- platformtheapplicationrunson:
application platform : Solaris

- versionnumberfor theapplication:
application version : 1.0

- endorseror certifyingauthorityfor theapplication:
application endorser : Globus
Authorizinga userto run anapplicationon the specific

resourcesis often not detailedenoughfor systemadmin-
istrators. What is neededis a way to imposeandenforce

limits on the physicalresourcesconsumedby the applica-
tions. To specify theselimits, PRM usesspecificEACL
conditions:
- CPUload,expressedasmaximumpercentageof theCPU
timethatanapplicationis allowedto use:
cpu load : 20%

- memoryusage,expressedasmaximumsizein Kbytesthat
aprocesscanoccupy in mainmemory:
mem usage : 1024

- machineidle time,expressedasminimuminterval in min-
utesthat themachinehasto be idle beforeany application
managedby PRMis allowedto run:
idle time : 30

5.2. Using the GAA API in PRM

5.2.1. Creationof the GAA API security context

For communications,PRM uses calls to the Asyn-
chronousReliableDelivery Protocol(ARDP), which han-
dlesseveral securityservicesincluding authentication,in-
tegrity and payment. ARDP calls the Kerberoslibrary
througha securityAPI, requestingthe principal’s identity,
which is placedinto the securitycontext and is passedto
theGAA API. Figure1 shows theflow of control: thesys-
tem managercalls ARDP requestingthe principal’s iden-
tity (1); the requestand the verificationof the principal’s
identitycredentialstakeplace(2, 3, 4, 5); ARDPplacesthe
principal’sauthenticationcredentialsin thesecuritycontext
(6a) and returnsit to the systemmanager(6); the system
managercalls theGAA API (7); thesecuritycontext, con-
tainingtheverifiedprincipal’s identity is beingpassedinto
theGAA API (7a).

Whenadditionalsecurityattributesarerequiredfor the
requestedoperation,the list of requiredattributes is re-
turnedandobtainedby theapplication.Theapplicationor
transportmay add an upcall function to the securitycon-
text which is passedto the GAA API andusedto request
requiredadditionalcredentials.Suchadditionalcredentials
arerequested,verified,andaddedto thesecuritycontext by
thisupcallfunction.

5.2.2. Authorization Walk-thr ough

Herewe presenttwo authorizationscenarios.First, let’s
considerarequestfrom userJoeto runmatlab onthehost
kot.isi.edu on Mondayat 7:30PM. Assumethat this
hosthasthefollowing orderedEACL storedin theProspero
directoryservice:

USER kerberos.v5 joe@ISI.EDU
<HOST : load > time_window : 6AM-8PM,

cpu_load : 20% ;
GROUP kerberos.v5 operator@ISI.EDU
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Figure 1. Creation of the GAA API security context

USER kerberos.v5 tom@ISI.EDU
<HOST : * > <DEVICE : power_down> ;

ANYBODY <HOST : load> time_day : sat-sun,
time_window : 6AM-8PM,
cpu_load : 10% ;

When a job managercontactsa systemmanagerwith
the requestfor resources,the systemmanagercalls the
gaa get object eacl function to obtain a handleto
theEACL of kot.isi.edu. Theupcall function for re-
trieving theEACL for thespecifiedobjectfromtheProspero
virtualfile systemis passedto theGAA API andis calledby
gaa get object eacl, which returnsthe EACL han-
dle. The systemmanagercalls ARDP, which handlesau-
thenticationasexplainedin Figure1 andsection5.2.1. If
Joeis authenticatedsuccessfully, thenthe verified identity
credentialis placedinto thesecuritycontext, specifyingJoe
astheKerberosprincipaljoe@ISI.EDU.

Thegaa check authorization function is called
by the systemmanager, which asksif Joeis authorizedto
loadmatlab to kot.isi.edu. In evaluatingtheEACL,
thefirst entryapplies.It grantstherequestedoperation,but
theretwo conditionsthatmustbeevaluated.Thefirst condi-
tion time window : 6AM-8PM is genericandis eval-
uateddirectly by the GAA API. Sincethe requestwasis-
suedonMondayat7:30PM this conditionis satisfied.The
secondconditioncpu load : 20% is PRM-specific.
If thesecuritycontext passedby PRM defineda condition
evaluationfunctionfor upcall,thenthis functionis invoked
and if this condition is met then the final answeris YES
(authorized).

During the executionof the task the nodemanageris
monitoringif thetaskis abidingto thelimits imposedonthe
localresourcesandauthorizationtime. If thecorresponding
upcallfunctionwasnotpassedto theGAA API, theanswer

is MAYBE andthesetof conditionsis returned.Conditions
aremarkedaseitherevaluatedor not evaluated.In our ex-
ampletime window : 6AM-8PM was evaluatedand
met;cpu load : 20%wasnotevaluatedandshouldbe
checkedby PRM.

Next, we presentan authorizationscenariowhereaddi-
tionalcredentialsareneeded.Let’s considera requestfrom
userJoeto run matlab on the hostkot.isi.edu on
Monday at 8:30 PM. In EACL evaluation,the first entry
appliesbut doesnotgrantthisoperation,sincethefirst con-
dition is not met. The temporaryansweris NO (not autho-
rized).Thesecondentrygrantsthispermission.If thesecu-
rity context definesacredentialretrieval functionfor upcall,
then this function is invoked and if eithera group ”oper-
ator” membershipcredentialor delegatedcredentialfrom
userTom for Joeis obtained,thenthefinal answeris YES.
If thecredentialretrieval upcall functionwasnot passedto
theGAA API, theansweris NO.

6. Managing the EACL using the Prospero Di-
rectory Service

We have mentionedin section 2 that PRM dealswith
scalability issuesby splitting the taskof managingthe re-
sourcesacrossthethreetypesof managers.Ourgoalin de-
signingamechanismfor themanagementof theEACL files
wasto enableeasysharingof a defaultauthorizationpolicy
amongnodemanagers,while allowing customizationof the
policy at thelevel of individualhosts.

WeusetheProsperoDirectoryService[7] to storethein-
formationassociatedwith theEACL files. TheEACL files
themselvesareobjectsstoredin theProsperodirectoryser-
vice.

The following scenarioshows how the managementof



thefiles is accomplished:

1. Theadministratorof thedomainwhoseresourcesare
managedby asystemmanagerrunningonhostA createsan
EACL file describingthedefaultauthorizationpolicy which
appliesto thedomain.

2. Theadministratorregisterswith theProsperoserver.
We supplya scriptwhich takesasinput the locationof the
EACL file andcreatesa Prosperoobjectrepresentinga link
to thefile, togetherwith two attributesfor thelink:

SYSTEM MANAGER A

EACL DEFAULT True

3. If the administratorof a particularhostB in the do-
mainmanagedby A wantsto specifya local authorization
policy differentfrom thedefaultone,a similarprocedureis
followed,exceptthat thelink to thelocal EACL file is cre-
atedwith thefollowing attributes:
NODE MANAGER B
EXTEND DEFAULT Prepend/Append/Replace
(Prepend if the local policy is prependedto the default
policy, Append if the local policy is appendedto the de-
fault andReplace if the local policy completelyreplaces
thedefault)

4. Whena systemmanageris contactedby a job man-
agerwith a requestfor resources,it first authenticatesthe
user, aswasexplainedin theauthorizationscenarioin sec-
tion 5. Beforerequestingresourcesfrom a nodemanager
running on a particularnode B, the systemmanagerre-
trievestheEACL file associatedwith thatnodeby looking
for a link with attributeNODE MANAGER = B. If no such
link is found,thedefaultEACL file providedfor thedomain
will beusedandit will beobtainedby retrieving a link with
attributesSYSTEM MANAGER = A andEACL DEFAULT
= True. If a link with NODE MANAGER = B is found,
thena secondqueryis issuedfor thevalueof theattribute
EXTEND DEFAULT. If thevalueis Prepend or Append,
thesystemmanagerwill have to retrieve thedefault EACL
file first, andthenprependor appendto it the contentsof
theEACL file for nodeB (notethatthedistinctionbetween
thetwo casesPrepend/Append is necessarybecausethe
EACL evaluationtakesinto accounttheorderof theEACL
entries).If thevalueis Replace, thenonly theEACL file
for nodeB will beretrievedandused.

5. After retrievalof theEACL file, evaluationof thecon-
ditionslistedin thefile follows,asdetailedin theauthoriza-
tion scenariofrom section5. If all theconditionsaremet,
thejob manageris allowedto usetheresourceson thatpar-
ticularhost.

6. During the executionof taskson a particularhost,
the nodemanagerperiodicallycheckswhetherthe task is
abidingto the limits imposedon the local resources.If it
is not, thenthe task is interruptedandthe job manageris
notified.

7. RelatedWork

Nagaratnamand Byrne [5] presenta model for Inter-
net useragentsto control accessto client resources.This
modelprotectsclient machinesfrom hostiledownloadable
contentandallows the client to selectively grantaccessto
trustedagents.Theauthenticityof thecodeis basedondig-
ital signaturesof principalscertifying it. All accesscontrol
requestsaremediatedby calling a securitymanagercom-
ponentanddecisionsarebasedon theuser’saccesscontrol
specificationsstoredin thepolicy database.

Themodelis restrictedto usingtheJavakey utility asan
authenticationmechanismbasedon public key digital sig-
natures,while our modelis generalenoughto usea variety
of securitymechanismsbasedonpublicor secretkey cryp-
tosystems.

Anotherdisadvantageof thatmodelis theduplicationof
commoninformation.Eachuserhasto maintaina database
of any principalsspecifiedin thepolicy databaseandtheir
public keys, as well as specificationof groups. These
databasesshouldbe properly integrity-protected. In con-
trast,PRM usesKerberosto achieve strongauthentication.
Theauthenticationdatabaseis maintainedcentrallyby the
KDC andstoredonaphysicallysecuremachine.Ourmodel
also supportsa group certificationmechanism. A group
server maintainsandprovidesgroupmembershipinforma-
tion, and issuesgroup membershipand non-membership
certificates.The certificatesareplacedinto the GAA API
securitycontext andcheckedby theGAA API whenmaking
authorizationdecisions.Thereis no needfor eachuserto
maintainauthenticationand group specificationdatabases
locally.

The GeneralizedAccessControl List framework de-
scribedby Woo and Lam [10] presentsa language-based
approachfor specifyingauthorizationpolicies. TheGACL
modelsupportsonly systemstate-relatedconditionswithin
which rights aregranted,suchascurrentsystemload and
maximumnumberof copiesof aprogramto berunconcur-
rently. This may not be sufficient for distributedapplica-
tions. Our modelallows fine-grainedcontrolover thecon-
ditions.

Both restrictedproxies[6] andtheuse-conditionmodel
[4] allow conditionsandprivilege attributesto be embed-
dedin authorizationcredentialsor certificates.Thesemech-
anismscan be readily integrated with the authorization
modelpresentedhere: the restrictionsor conditionscaried
in theproxyor certificateareevaluatedby theGAA API in
additionto therestrictionsin thematchingEACL entry.

TheCRISISarchitecture[1] providesACLs thatarere-
latedto the typeof the protectedobject. For example,file
ACLs list principalsallowed read,write or executeaccess
to the file, whereasnodeACLs containprincipalsallowed
to run jobson thenode.CRISISACLs do not supportcon-



straintson theresourcesthatprincipalsareallowedto con-
sume. The emphasisof our work is on providing a gen-
eral framework for representingsecuritypoliciesandfacil-
itating authorizationdecisionsfor applications.Our model
providesa uniform authorizationmechanismthat is capa-
bleof supportingdifferentoperationsanddifferentkindsof
protectedobjects.

The Tivoli ManagementEnvironment (TME 10) is a
commerciallyavailable systemfrom IBM which takes a
role-basedapproachto security[3]. TME rolesarenamed
capabilities,containinga list of objectsandaccesspermis-
sionsto thoseobjects.Objectscanhave default accessand
canbe associatedwith morethanonerole. Eachrole will
have a differentlevel of accessto theobject. Rolesarede-
finedto supporta particularjob functionwithin anorgani-
zation,e.g. customersupportor management.Groupsare
assignedroles,thusgiving membersof thosegroupsaccess
capabilitiesto theobjectsassignedto thoseroles.TheTME
securitymodelcanbeeasilyexpressedby ourEACL frame-
work:

1) An EACL is associatedwith eachobject to be pro-
tected. Default accessto the object is representedby in-
cludingANYBODY default rights asthelastentryin
theEACL.

2) Theobject’sEACL will containentrieslisting groups
andasetof accessrights,grantedby TME rolesassignedto
eachgroup.

For example,in TME thegroupSupport users is as-
signedtheCustomer support role which grantsRWE
permissionsto file /cust supp dir/* In our system,
anEACL associatedwith theobject/cust supp dir/*
will havethefollowing entry:
GROUP sec mech support users FILE:R
FILE:W FILE:E ;

TME lacksflexibility in supportinguser-definedsecurity
policies. It hasa fixed predefinedsetof object typesand
genericaccesspermissionsthatareavailableoneachobject
type. In addition,the TME modelrequiresthe creationof
a new role to includeeachnew combinationof objectsand
accessrights. This becomesvery cumbersomefor systems
wherealargenumberof operationsexist onvariousobjects.

8. Conclusions

By extendingthe traditionalAccessControl Lists with
restrictionson authorizedrights,andby usingGeneralAu-
thorizationandGeneralAuthorizationandAccessAPI, it
becomespossibletosupportaflexibledistributedauthoriza-
tion mechanismallowing applicationsandusersto define
their own accesscontrolpolicy types,andintegratinglocal
anddistributedsecuritypolicies. The problemof transla-
tion of thepoliciesis addressedby usinggeneralor PRM-
specificevaluationfunctions. In this paper, we have omit-

ted discussionof many practicaldetailsdueto spacelimi-
tation. A prototypeof thepresentedmodelhasbeendevel-
opedat theInformationSciencesInstituteof theUniversity
of SouthernCalifornia.
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