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Abstract

This paper � presents an authorization framework for
supporting fine-grained access control policies enhanced
with light-weight intrusion/misuse detectors and response
capabilities. The framework intercepts and analyzes access
requests and dynamically adjusts security policies to prevent
attackers from exploiting application level vulnerabilities.

We present a practical, flexible implementation of the
framework based on the Generic Authorization and Access
Control API (GAA-API) that provides dynamic authoriza-
tion and intrusion response capabilities for many applica-
tions. To evaluate our approach, we integrated the API with
several applications, including Apache web server [12],
sshd and FreeS/WAN IPsec for Linux. This paper demon-
strates the integration of the GAA-API into ssh daemon. By
integrating the GAA-API into sshd, the ssh server can sup-
port fine-grained authorization policies, dynamic policy up-
date, and application level intrusion detection and response.
The server can also enforce policies with additional func-
tionalities, e.g., time- and location-based controls. Our ex-
periments showed that the required integration effort was
moderate, and that the performance impact on the ssh server
was negligible.

1 Introduction and Motivation

As moreandmoreenterprisesmaketheir critical infor-
mationavailableontheInternet,whetheronly to employees
or to customers,they areexposedto significantrisks such
astheft, fraud,anddenialof serviceattacks.In general,the
mostsignificantconsequencesresultfromattackswithin the
systemby otherwiselegitimateusers(or attackersposingas
suchusers)performingunauthorizedactivities.

�
Portionsreprinted,with permission,from T. V. RyutovandB. C. Neu-

man. TheSpecificationandEnforcementof AdvancedSecurityPolicies.
In theProceedingsof theConferenceon Policiesfor DistributedSystems
andNetworks(POLICY 2002). c

�
2002IEEE.

Detectingthesekindsof attackscanrequireinstrument-
ing applicationsto generateauditrecordsbasedon activity
thatis only understoodat theapplicationlayer.

Countermeasuresto suchattacksmustsimilarly be im-
plementedat theapplicationlayersthroughenforcementof
policiesthatcandistinguishlegitimateandillegitimateac-
tivities - a distinctionthat often requiresapplicationlevel
knowledge.

The policies themselvesmust automaticallyadapt to
meetthechangingsecurityrequirementsin theeventof pos-
sibleintrusionwhile allowingusersto operatein thechang-
ing environment.

Accesscontrol policies can assist in the application-
basedcategoryof intrusiondetection,whichmonitorscriti-
cal applications.Traditionalaccesscontrolpoliciessimply
specifywhethertheaccessis grantedor whethertherequest
is denied.A newpolicy specificationapproachwith intru-
siondetectionin mind (in additionto definingactionsthat
areandarenot permitted)will identify specificapplication
level eventsthat constitutemaliciousor suspiciousactivi-
ties. Furthermore,suchpolicieswill specify the counter-
measuresto betakento respondto thesuspectedor detected
attacks.

We apply dynamicauthorizationtechniquesto support
fine-grainedaccesscontrol and application level intru-
sion/misusedetectionandresponsecapabilities.

Ourapproachis basedonspecifyingaccesscontrolpoli-
ciesextendedwith the capabilityto identify (andpossibly
classify)intrusionsandrespondtotheintrusionsin realtime.
TheGenericAuthorizationandAccessControlAPI (GAA-
API) is a genericinterfacewhich may be usedto enable
suchdynamicauthorizationandintrusionresponsecapabil-
ities for manyapplications.TheAPI supportsthreepolicy
enforcementphases:

1. Before requestedoperationstarts; to decidewhether
thisoperationis authorized.

2. Duringtheexecutionof theauthorizedoperation;tode-
tectmaliciousbehaviorin realtime(e.g.,auserprocess
consumesexcessivesystemresources).
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3. Whentheoperationis completed;to activatepostexe-
cutionactions,suchasloggingandnotificationwhether
theoperationsucceeds/fails.

Thispaperdemonstratestheintegrationof theGAA-API
into sshdaemon. By integratingthe GAA-API into sshd,
the sshservercansupportfine-grainedauthorizationpoli-
cies,dynamicpolicy update,andapplicationlevel intrusion
detectionandresponse.The servercanalsoenforcepoli-
cieswith additionalfunctionalities,e.g.,time-andlocation-
basedcontrols. Our experimentsshowedthat the required
integrationeffort wasmoderate,andthat the performance
impactonthesshserverwasnegligiblewith relativelysmall
configurationandpolicy files.

2 Approach

An authorization policy regulatesaccessto objects.An
object is a targetof requestsandit hasto beprotected,e.g.,
critical programs,files andhosts.An access right (alterna-
tive wordsthatweuseareoperationandaction)is a partic-
ular typeof accessto a protectedobject,e.g.,reador write.
Specificsystemevents,suchasrestartingor shuttingdown
thesystem,systemlog-in andlog-off canbemodeledasac-
cessrightsassociatedwith thesystem,wherethesystemis
the protectedobject. A condition describesthe contextin
whicheachaccessright is grantedor denied.

In ourframework,apolicy is representedasasetof con-
ditionsassociatedwith apositiveornegativeaccessright. If
all conditionsassociatedwith apositiverightaremet,theac-
cessto atargetobjectis granted.If all conditionsassociated
with a negativeright aremet,theaccessis denied.

Traditionalsecuritysystemslack adaptivesecuritypoli-
ciesandenforcementmechanisms.In thenon-adaptiveset-
ting, thesetof policiesis chosenin advance,beforetheac-
cessrequestis received.Theadaptivepolicy enforcement
mechanismchoosesthe appropriatesetof policiesduring
thecourseof computationbasedonthecurrentsystemstate.

Usually, adaptivepolicy implementationrequireseither
thereloadingof thepolicy or changingthepolicy computa-
tionalgorithms[3]. Bothof theseapproachesareineffective
andnot scalable.

Our approachavoidspolicy reloadingandswitchingto
thedifferentpolicy evaluationmode:

1. Thepolicy specificationdescribesmorethanonesetof
disjointpolicies.

2. Thepolicy evaluationmechanismis extendedwith the
ability to readandwrite systemstate.Theimplemen-
tation is basedon conditionsthatprovidesupportfor
monitoringandupdatinginternalsystemstructuresand
their runtimebehaviors.

With theextendedpolicy evaluationmechanism,transi-
tion betweenthedisjoint setsof policiesis regulatedauto-
maticallyby readingthesystemstate(e.g.,thetime of day,
or systemthreatlevel). Thedownsideof thisapproachis the
requirementfor moretediousandcarefulpolicy specifica-
tion anddealingwith thesideeffectsof thepolicy evalua-
tion.

The adaptivepoliciesarespecifiedusingdifferentcon-
ditionsthatpermitrun-timeadaptationin theeventof pos-
siblesecurityattacks.To enforcetheadaptivepolicieswe
adoptedthe three-phasepolicy enforcementscheme.Dur-
ing eachphaseonly thespecifiedsetof all conditionsin the
policy is evaluated.

2.1 Conditions

Herewe list severalof the moreusefulconditions[10]
thatassistin detectingandrespondingto intrusionandmis-
useandtheyallow moreefficientutilizationof securityser-
vices,suchasauthentication,audit,andnotification.

� access identity

This conditionspecifiesanauthenticatedaccessiden-
tity.

� strength of authentication

This condition specifies the authenticationmecha-
nismor setof suitablemechanismsfor authentication.
Stronguserauthenticationmethod(e.g.,Kerberos[11])
canbeactivatedin responseto suspiciousbehavior.

� time

This conditionspecifiestime periodsfor whichaccess
is granted.

� location

This conditionspecifieslocationof the user. Autho-
rization is grantedto the usersresiding on specific
hosts,domains,or networks.

� payment

Thisconditionspecifiesacurrencyandanamountthat
mustbepaidprior to accessinganobject.

� quota

This conditionspecifiesa currencyanda limit. It lim-
its thequantityof a resourcethatcanbeconsumedor
obtained.

� audit

This conditionenablesautomaticgenerationof audit
datain responseto accessrequests.An audit record
shouldincludesufficient informationto establishwhat
eventoccurredandwhatcausedtheevent.
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� notification

This conditionenablesautomaticgenerationof notifi-
cationmessages(alerts)in responseto accessrequests.
Theconditionvaluespecifiesthereceiverandthenoti-
ficationmethod.

� threshold

Thisconditionspecifiesallowablethreshold.

� system threat level

Thisconditionspecifiesthesystemthreatlevel.

Failure of someof theseconditionsmay signal suspi-
ciousbehavior. For example,accessis requestedat unex-
pectedtimesor unusuallocations,violationsof userquotas,
repeatedfailure of accessattemptsandexceedinga thresh-
old. Someconditionscantriggerdefensivemeasuresin re-
sponseto perceivedsystemthreatlevel. For example,im-
posea limit on resourceconsumption,advancedpayment
for theallocatedresourcesor increasedauditing.In thecase
of insidermisuse(particularlyif the intruder’s identity has
beenestablished)it maybeappropriatetolet theattackscon-
tinueunderspecialconditions.For example,it maybede-
sirableto initiate datacollectionmechanismsto gatherde-
tailed informationaboutuseractivitiesthat couldserveas
evidencefor possibleprosecutions.

Thecombinationof conditionsof differenttypescanbe
usedto fine tuneaudit andnotification services. The au-
dit detail andnumberof alarmsshouldbe sensitiveto the
systemthreatprofile. For example,low systemthreatlevel
shouldresultin reducedalarmlevel andamountof gener-
atedaudit data. It shouldalsodependon thesensitivityof
therequestedoperationandtargetobject.

2.1.1 Evaluation of Conditions

Note that in the implementation,someof theseconditions
might havesideeffects. For example,evaluationof pay-
ment conditionreducesa balance.Evaluationof notifica-
tion conditionresultsin sendingamessage,whichis useful
in audit.

A positiveaspectof thesideeffectsis theability toupdate
systembehaviorat run time (e.g.,generatingaudit records
andreconfiguringfirewall rules).Suchdynamictechniques
will ensurethatpoliciesappliedto systemservicesadaptto
perceivedsystemthreatprofile, therebyincreasingsystem
protection.

Unfortunately, sideeffectscomplicatematters.Thereare
two particulardifficulties in reasoningaboutpolicies en-
forcedin thedynamicauthorizationenvironment.

First,thesideeffectsmightcauseproblemswhentheside
effectscreatea feedbackloop, e.g.,whenpaymentaffects
quotaswhichaffectstheability to performotheroperations
(onceonerunsoutof money).

Second,policyrulescanincludebothenvironmentalcon-
ditionsandactionsthatchangetheconditions.Forexample,
an audit conditionmay trigger a network threatdetection
conditionwhichaffectstheevaluationof subsequentcondi-
tions in thepolicy. Therefore,theconsistencyandcorrect-
nessof theaccesscontroldesicionsmaydependonthecon-
dition evaluationorder.

In our currentframework,theconditionevaluationpro-
cessis totally ordered.Theorderhasto beassessedbefore
conditionevaluationstarts.Determiningtheevaluationor-
deringis currentlydoneby apolicy officer.

We recognizethatthefunctionof definingthecondition
ordercanbebestservedby anautomatedtool to ensurepol-
icy correctnessandconsistencyandto easethepolicy spec-
ificationburdenon thepolicy officer. Seesection8 for fur-
therdiscussion.

2.1.2 Pre-, Mid-, Post- and Request-result Conditions

An authorizationpolicymayspecifyconditionsthatmustbe
satisfiedbefore,duringor aftertheaccessright is exercised.
Furthermore,evaluationof someconditionsmustbe acti-
vatedwhethertheaccessis grantedor whethertherequest
is denied.Thus,all conditionsareclassifiedas:

� pre-conditions specifywhat mustbe true in orderto
grantor denytherequest.

� request-result conditions mustbe activatedwhether
theaccessrequestis grantedor whethertherequestis
denied.

� mid-conditions specify what must be true during
the executionof the requestedoperation. The mid-
conditionscanbeusedfor theprotectionof thecritical
operationsandresources.The mid-conditionsallow
for realtimeactivemonitoringof theoperationexecu-
tion andresponse.If any of the mid-conditionsfails,
the operationexecutionmustbe affected. The coun-
termeasuresaredefinedin theresponsemethodsof the
target object. Aggressiveresponsesmay include di-
rectcountermeasures,suchasclosingtheconnections
or suspendingthe processes.This is importantto en-
force countermeasuresagainstseriousattacks. For
example,a processesconsumingexcessivesystemre-
sources(CPUtime, memory, anddisk space)may in-
dicateimpendingdenialof serviceattack. More pas-
siveresponsesmayincludetheactivatingof integrity-
checkingroutinesto verify the operatingstateof the
target.

Themid-conditionsthatweconsiderin ourframework
arelimited to a setof thresholds,suchasdurationof
connection,CPUandmemoryusageandseveritymet-
rics (e.g.,currentsystemthreatlevel).
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� post-conditions areusedto activatepostexecutionac-
tions,suchasloggingandnotificationwhethertheop-
erationsucceedsor whetherthe operationfails. The
post-conditionscanbespecifiedin two ways:

1. Thepost-conditionsthatareactivatedonly if the
requestedoperationsucceeds.Theseconditions
areusefultocorrectlyimplementtheenforcement
of, for example,thepayment/quotaconstraints.

Herearesomeexamplesof thepolicieswith post-
conditions:

“A usermustpay $1 to reada file. The money
mustbewithdrawnfromtheuseraccountonlyaf-
tersuccessfulfile access.”

In thispolicy, thepayment conditionmustbeim-
plementedas a post-condition. If the file read
fails for technicalreasons(the servercrashesin
the middle of the readoperation),the payment
conditionis not activatedand the userdoesnot
losehismoney.

“A useris allowedto accessfile � only once.”

Similarly, thequota conditionin thispolicymust
beimplementedasapost-conditiontoensurethat
theusercanaccessthefile at leastonce.

2. Thepost-conditionsthatareactivatedonly if the
requestedoperationfails. Forexample,failureof
criticaloperations,suchassystemshutdownmay
indicatedenialof serviceattackandrequireim-
mediatenotification.

Thepost-conditionsalongwith therequest-resultcondi-
tionsareusefulto fine tuneauditandnotificationservices.

2.2 The Three-Phase Policy Enforcement

Theenforcementof theadaptivesecuritypoliciesis par-
titionedinto threesuccessivephases.

1. Phaseone:accesscontrol.
The pre- and request-resultconditionsare evaluated
duringthisphaseandthedecisionto grantor denyac-
cessto therequestedobjectis made.

2. Phasetwo: executioncontrol.
Theaccessto thetargetobjectis granted,therequested
operationis startedandthe mid-conditionsareevalu-
atedduringthisphase.Thisphaseallowsthecontrolled
executionof therequestedoperation.

3. Phasethree:post-executionactions.
The post-conditionsare evaluatedduring this phase.
Thespecifiedactionsareperformedaftertheoperation
is finished. We do not call this phase“post-execution

control”, sinceneither failure nor successof a post-
executionactioncanaffect eitheraccessdecision,or
operationexecution.

3 Implementation

In thissectionwepresenttheoverviewof ourimplemen-
tationapproach.

3.1 Policy Representation

Thepolicy languageweimplementedis calledExtended
AccessControl List (EACL). The EACL is a simple lan-
guagedesignedto describeuser-level securitypoliciesthat
governaccessto protectedresources,identify threatsthat
mayoccurwithin applicationandspecifyintrusionresponse
actions.An EACL isassociatedwith anobject(oragroupof
objects)to beprotectedandspecifiespositiveandnegative
accessrightswith optionalsetof associatedconditionsthat
describethecontextin whicheachaccessright is grantedor
denied.

A condition block definesa conjunctionof a totally or-
deredsetof conditions.Conditionsareevaluatedin theor-
dertheyappearwithin aconditionblock� .

An EACL entry consistsof apositiveor negativeaccess
rightandfourconditionblocks:asetof pre-conditions,aset
of request-resultconditions,a setof mid-conditionsanda
setof post-conditions.Note thata conditionblock canbe
empty. If all conditionblocksin anEACL entryareempty,
theright is grantedunconditionally. An exampleof apracti-
calpolicy with emptyconditionblocksis: “anyonecanread
file �
	���
���� ������� ”.

An EACL consistsof an orderedset of disjunctive
EACL entries. An EACL representationsupportsdisjunc-
tion andconjunctionof conditionsto activatedifferentcon-
trol modes.

An EACL is equivalentto disjunctivenormalform con-
sistingof a disjunctionof conjunctionswhereno conjunc-
tion containsa disjunction.For example,a policy “Tom or
Joecanreadfile � only if theyconnectfrom *.isi.edudo-
main” canberepresentedby anEACL (attachedto thefile
� ) with two EACL entries:
“positiveaccessright: read,pre-conditions:Tom,*.isi.edu”
“positiveaccessright: read,pre-conditions:Joe,*.isi.edu”.

3.1.1 EACL Syntax

WeusetheBackus-NaurFormto denotetheelementsof our
EACL language.Curlybrackets,��� , surrounditemsthatcan

�
Thetotal orderpropertyis importantto dealwith possiblesideeffects

causedby theconditionevaluation.
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repeatzeroor moretimes. A vertical line, |, separatesal-
ternatives.Itemsinsidedoublequotesaretheterminalsym-
bols. An EACL is specifiedaccordingto thefollowing for-
mat:
eacl ::= � eacl entry�
eacl entry ::= pos access right conditions |
neg access right pre cond block
pos access right ::= "pos access right"
def auth value
neg access right ::= "neg access right"
def auth value
conditions ::= pre cond block mid cond block
rr cond block post cond block
pre cond block ::= � condition�
mid cond block ::= � condition�
rr cond block ::= � condition �
post cond block ::= � condition �
condition ::= cond type def auth value
cond type ::= alphanumeric string
def auth ::= alphanumeric string
value ::= alphanumeric string

cond type definesthe type of condition,e.g.,access
identityor time.
def auth indicatestheauthorityresponsiblefor defin-

ing thevaluewithin thecond type, e.g.,Kerberos.
value is thevalueof condition. Its semanticsis deter-

minedby the cond type field. The namespacefor the
valueis definedby thedef auth field.

Note that theEACL syntaxallowsonly thepre-conditions
to be associatedwith a negativeright. This is becausean
EACL entry with a negativeright cannevergrantthe ac-
cess,therefore,themid-andpost-conditionsin theentrywill
neverbeevaluated.

Wenextpresentanexampleof anEACL thatgovernsac-
cessto a host.

Entry1 specifiesthatusertom@ORGB.EDUcannot login
to thehost.

Entries2 and3 meanthatuserJoecanshutdownthehost
usingeitherX509or Kerberosfor authentication.If there-
questsucceeds,theuserID mustbelogged.If theoperation
fails, thesystemadministratormustbenotifiedby e-mail.

Entry 4 meansthat anyone,without authentication,can
checkthe statusof the host if heconnectsfrom the speci-
fiedIP addressrange.

Entry5specifiesthatuserken@ORGA.EDUcanlogin from
thespecifiedIP addressrange,if thenumberof previouslo-
ginattemptsduringthedaydoesnotexceed3. If therequest
fails, the numberof the failed logins for the usermustbe
updated.Theconnectiondurationtime mustnot exceed8

hours.

# EACL for host malta.isi.edu

# EACL entry 1
neg access right test host login

pre cond access id USER Kerberos5

tom@ORGB.EDU

# EACL entry 2
pos access right test host

shut down

pre cond access id USER X509

"/C=US/O=Trusted/OU=orgb.edu/CN=Joe"

rr cond audit local on:success/userID
post cond notify local

on:failure/admin/userID

# EACL entry 3

pos access right test host shut down

pre cond access id USER Kerberos5
joe@ORGB.EDU

rr cond audit local on:success/userID

post cond notify local

on:failure/admin/userID

# EACL entry 4

pos access right test host check status

pre cond location IP 10.1.1.0-10.1.2.255

# EACL entry 5
pos access right test host login

pre cond access id USER Kerberos5

ken@ORGA.EDU

pre cond location IP 10.1.1.0-10.1.2.255

pre cond threshold local 
3failures/day/failed log

rr cond update log local

on:failure/failed log/userID

mid cond duration local
 
8hrs

Evaluationof an EACL startsfrom the first to the last in
thelist of EACL entries.Theresolutionof inconsistentau-
thorizationis basedon ordering.Theentrieswhichalready
havebeenexaminedtakeprecedenceovernewentries.

An orderedevaluationapproachiseasierto implementas
it allowsonly partial evaluationof an EACL andresolves
theauthorizationconflicts.Theproblemwith thisapproach
is thatit requirestotalorderingamongauthorizations.It re-
quirescarefulwriting of theEACL by thesecurityadminis-
trator.
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3.2 Generic Authorization and Access-control
API(GAA-API)

TheGAA-API providesageneral-purposeexecutionen-
vironmentin whichEACLsareevaluated.Wenextprovide
a brief descriptionof themainGAA-API functions.

The !#"$" !#
%� &('*)+
-,*� ./&��0�
,21 �
	�34& function is called to
obtainthesecuritypolicyassociatedwith theobject.It takes
thetargetobjectandauthorizationdatabaseasinputandre-
turnsanorderedlist of EACLs.

Theapplicationmaintainsauthorizationinformationin a
form understoodby the application. It canbe storedin a
file, database,directoryserviceor in someotherway. The
application-specificfunctionprovidedfor theGAA-API re-
trievesthepolicy informationandtranslatesit into theinter-
nal representationunderstoodby the GAA-API. Currently
thepolicy is written at theobjectlevel, thecall-backfunc-
tionmustcollectall theperobjectpoliciesandorderthemby
priority. How thepoliciesarestoredandretrievedis opaque
to theGAA-API andis not reflectedin theEACL.

Theresultingpolicy that is passedto the GAA-API for
evaluationrepresentsthe combinationof severalpolicies
possiblyfrom differentdomainsandindividualusersof the
system.

The specific mechanismfor retrieving the policies is
passedto theGAA-API asa call-backfunction.TheGAA-
API providesamechanismto registeraparticularpolicy re-
trieval call-backfunction. Currently this is doneusing a
configurationfile.

The structureof the policy domainsthat contributethe
policiesis not specifiedexplicitly in our framework. Only
thehierarchicalrelationship(priority of thepolicy) among
the domainsis takeninto consideration.Our currentim-
plementationsupportstwo level policy specification:first,
system-widepoliciesareretrievedandplacedin thebegin-
ning of the list of policies. Thenthe local policiesarere-
trievedandareaddedto thelist. Thus,system-widepolicies
implicitly havehigherpriority thanlocal policies. For fur-
therdiscussionof thepolicy compositionsee[12].

The !#"$" ,5�4
�,26 "$7����4&(8(�
9+":���
&(	 functioncheckswhether
therequestedright is authorizedunderthespecifiedpolicy.
This function takesthe retrievedpolicy (anorderedlist of
EACLs),requestedaccessright andcontextualinformation
asinput. Thecontextualinformationis matchedto there-
quirements,specifiedin theconditionsof therelevantEACL
entries(only theEACL entrieswherethetherequestedright
appearsareevaluated).This informationcanberepresented
by a set of credentials,e.g.,an X.509 identity certificate.
The output lists all matchingpolicy rights and associated
conditions,with flagssetto indicatewhethereachcondition
wasevaluatedand/ormet. If theaccessis granted,theout-
put includesthetimeperiodfor which theresultis valid.

The !�"$" 
-�/
-,57$���
&(	 ,2&(	;��8(&�� functionperformspolicy

enforcementduring operationexecution. This function
checks whether the mid-conditionsassociatedwith the
grantedaccessright aremet.

The !�"$" .4&(<=� 
-�/
�,27$���
&(	 "$,*���
&(	�< functionperforms
policyenforcementaftertheoperationcompletes.Thisfunc-
tionenforcesthepost-conditionsassociatedwith thegranted
access.

An EACL mayspecifyconditionsof differenttypes,e.g.,
access identity, location andaudit. The GAA-API sup-
portsregisteringconditionevaluationfunctionsfor different
conditiontypes.

Theconfigurationfile listsconcretefunctionsthatimple-
menttheconditions.Thefile is readattheGAA-API initial-
izationtimeandthefunctionsareregisteredwith thespecific
conditions(takingintoaccounttheconditiontypeanddefin-
ing authorityfields). To evaluateconditionsin the EACL
examplegivenearlier, wemight registerupto 8 functions>
with theGAA-API. TheGAA-API is structuredto support
theadditionof modulesfor evaluationof newconditions.

TheGAA-API returnsthreestatusvaluestodescribepol-
icy enforcementprocess:

1. authorizationstatus?�@ .
Indicateswhethertherequestis authorized( ACB�B DFEHG ),
notauthorized( ACB�B IKJ ) or uncertain( A�B�B L�B�DFMNE ).

2. mid-conditionenforcementstatus?/O .
Indicatesthe evaluationstatusof the mid-conditions
( A�B�B DFEHG(P%A�B�B IQJNP%ACB�B L�B�DNM�E ).

3. post-conditionenforcementstatus?$R .
Indicatesthe evaluationstatusof the post-conditions
( A�B�B DFEHG(P%A�B�B IQJNP%ACB�B L�B�DNM�E ).

The statusvaluesareobtainedduring the evaluationof
conditionsin therelevantEACL entries:
A�B�B DFEHG - all conditionsaremet;
A�B�B IQJ - at leastoneof theconditionsfails;
A�B�B L�B�DFMNE - noneof the conditionsfails but thereis at
leastoneconditionthatis left unevaluated.

TheGAA-API returnsACB�B L�B�DFMNE if thecorresponding
conditionevaluationfunctionis notregisteredwith theAPI.
In somecases,it is convenientto returnsomeof thecondi-
tionsunevaluatedfor furtherevaluationby thecallingappli-
cation.

4 The GAA/ssh Integration

Secureshell(ssh)is beingwidelydeployedbecauseof its
featuresthatensuresecurecommunicationsacrossthenet-S

Dependingon the implementation,we may registereither one or
two functions to evaluateconditionsof the sametype but with differ-
entdefiningauthorityfields,e.g.,T-U2V WYX*Z$[ \-WYWYV*]^] _`[ acb$dceFfhg%i2j andT-U2V WYX*Z�[ \-WYWYV*]^] _k[ alb$dceFmhVYU2nYVYU2X%]^g .
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work aswell asits easeof use.However, correctlyconfig-
uring theserver(sshd)with desiredpoliciesis not aneasy
task,becausetheauthorizationpoliciesaredescribedin the
serverconfigurationfile thatcontainsnot only thepolicies
but alsotheconfigurationparametersfor the server. Host-
ing two separatefunctionalitiesinto oneconfigurationfile
leadsto theproblemof havinginflexible mechanismof de-
scribingauthorizationpolicies. In addition,the serverhas
to be restartedafter modifying the contentof the configu-
rationfile to reflectchanges.If themodificationwasdone
to changethepolicy, insteadof thetheconfigurationof the
server, restartingtheserverwould prohibit thedynamicre-
sponseof theserverto thepotentialor actualnetworkthreat
conditions.

4.1 The Policy Enforcement Process

TheGAA-API wasintegratedinto Openssh
version2.9p2 (http://www.openssh.org). The integration
contributedonly about250linesof “glue” code.Only two
files auth2.candserverloop.cweremodifiedandonenew
file gaa-plug.c(containingtheGAA-API initialization and
accesscontrolcalls)wasadded.

The GAA-API is integratedinto sshby modifying the
74<�
-8("$7���� 8(
*.#�
1 functionin thefile auth2.c.Thefile server-
loop.c was modified to supportthe executioncontrol and
post-executionphases.TheGAA/sshintegrationis shown
in Figure1.

TheGAA-API makesuseof system-wideandlocalcon-
figurationandpolicy files. Theconfigurationfiles list rou-
tinesandparametersfor evaluatingconditionsspecifiedin
the policy files. The system-widepolicy appliesto all ap-
plicationsin thesystem.Thelocalpolicy describessecurity
requirementsof sshd.

1. Theinitialization phase.

Whenthe sshdstarts,first theGAA-API is initialized
by calling !#"�" �0	��k���0"��0�
9+
 and!#"�" 	�
�o <�, thatextract
andregisterconditionevaluationandpolicy retrieval
routinesfrom thesystemandlocal configurationfiles,
fetchthesystempolicyfile, andgenerateinternalstruc-
turesfor lateruse.

2. Theaccess control phase startswith receivinga con-
nectionrequest.

(a) The !#"�" !#
%� &('*):
�,*� ./&��0�0,51 �0	�3/& functionis
called to obtain the securitypolicies associated
with the target host. The function readsthe
system-widepolicy file, convertsit to theinternal
EACL representationandplacesit at the begin-
ning of thelist of EACLs. Next, thefunctionre-
trievesandtranslatesthelocalpolicyfile andadds
it to thelist.

(b) The requestis convertedinto a list of requested
accessrights. The authenticateduser identity
is extractedfrom the "$7$���/,*����� structureand is
placedin the !�"$" <-, securitycontextstructure.

(c) Next, the !#"�" ,2�/
�,26 "$7$���/&(8(�
9+":���0&(	 function is
calledto checkwhethertherequestedright is au-
thorizedby theorderedlist of EACLs. Thisfunc-
tion finds the EACL entrieswhere the the re-
questedright appearsandcallstheregisteredrou-
tines to evaluatepre- and request-resultcondi-
tionsin theentries.If therearenopre-conditions,
theauthorizationstatusis setto A�B�B DFEFG . Oth-
erwise,the pre-conditionsareevaluatedandthe
resultis storedin theauthorizationstatus?�@ .
If therequest-resultconditionsarepresentin the
entry, theconditionsareevaluatedandtheinter-
mediateresultis calculated.Theconjunctionof
theintermediateresultand ? @ is storedin theau-
thorizationstatus? @ .
Basedon theauthorizationstatus?�@ theconnec-
tion is permittedor rejectedasfollows:
G(plq�A�B�B DFEHG connectionis allowed.
G(plq�A�B�B IQJ connectionis rejected.
G(plq�A�B�B L�B�DFMNE connectionis rejected.
Thedetailedinformationis returnedthat lists all
matchingpolicy rightsandassociatedconditions,
with flagssetto indicatewhethereachcondition
wasevaluatedand/ormet.

3. The execution control phase consistsof startingthe
connectionand calling the !�"$" 
-�/
�,27$���
&(	 ,2&(	;��8(&��
function. This function checks whether the mid-
conditionsassociatedwith the grantedaccessrights
aremet. If mid-conditionsare found, the conditions
areevaluated.Somemid-conditionsareevaluatedjust
once r , other mid-conditionsareevaluatedin a loop
until either the operationfinishesor any of the mid-
conditionsfails. In thelattercase,theoperationexecu-
tion is suspendedandthe reactiveactionsarestarted.
Themid-conditionscanbereturnedunevaluatedto be
enforcedby application.Theresultis storedin ? O .

4. During thepost-execution action phase the
!�"$" .4&(<=� 
��4
�,27����0&(	 "�,����0&(	�< functionis calledto en-
force the post-conditionsassociatedwith the granted
rights. This functionperformspolicy enforcementaf-
ter theoperationcompletesby executingactionssuch
as notifying by email, modifying systemvariables,
writing log file, etc.

Theconnectionstatus(indicatingwhethertheconnec-
tion succeeded/failed)is passedto the

s
E.g.,lockingafile to placeaholdon useraccount.
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!�"$" .4&(<=� 
-�/
�,27$���
&(	 "$,*���
&(	�< function. If no post-
conditionsarefound, A�B�B DNEFG is returned,otherwise
the post-conditionsareevaluatedandthe result is re-
turnedin ? R .

5 Deployments

In this sectionwe illustratehow our frameworkcanbe
deployedto enablefine-grainedresponseto attacks.

5.1 Network Lockdown

This scenariodemonstrateshow our systemadaptsthe
appliedauthenticationpoliciesto requiremoreinformation
fromauserwhenpotentiallydangerousactivityhasbeende-
tected.

This scenariois designedfor organizationswith thefol-
lowing characteristics:

� Mixed accessto webservices.Accessto somewebre-
sourcesrequireuserauthentication,somedo not. If a
policy doesnot requireauthenticateduseridentity, au-
thenticationstepscanbeignoredor deferreduntil the
policy explicitly requestsit. An exampleof a policy,
whichis notconcernedwith theidentityis ”anyonecan
readfile � if $10is paid”.

� AuthenticatedsshconnectionsfromtheInternetareal-
lowedto accesshostsontheorganization’sLAN.

� A network-basedIDS suppliesa systemthreatlevel.
Forexample,low threatlevelmeansnormalsystemop-
erationalstate,medium threatlevelindicatessuspicious
behaviorandhigh threatlevelmeansthatthesystemis
underattack.

� Policy: When system threat level is higher than
low, one needs to lock down the system and require
user authentication for all accesses within the LAN.
Strongauthenticationprotectsagainstoutsideintrud-
ers.To someextent,authenticationmayhelpto reduce
insidermisuse.In particular, insidersarediscouraged
if theidentityof a usercanbeestablishedreliably.

The policy requirementscanbe representedby the fol-
lowing EACL thatprotectsall sshandwebserverconnec-
tionswithin theLAN:
# EACL entry 1
pos access righ apache *

pre cond system threat level local >low

pre cond access id USER apache *

# EACL entry 2
pos access righ ssh *

pre cond system threat level local >low

pre cond access id USER ssh *
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The pre-conditionsin EACL entries1 and2 meanthat all
Apacheandsshaccesseshaveto beauthenticatedif thesys-
temthreatlevelis higherthanlow. Currentlytheimplemen-
tationof thepre cond system threat level condi-
tion retrievssystemthreatlevel from a specificfile.

5.2 Application Level Intrusion Detection

We next demonstratehow our frameworkprovidesreal
time applicationlevel intrusion/misusedetectioncapabili-
ties. This exampledemonstratesdetectionandresponseto
a particularDoSattack: openinga largenumberof simul-
taneousconnectionsto thesshserverstarvesthenumberof
availablesockets,disallowingnewconnects.

Assumethat EACLs that governhostswithin the LAN
containthefollowing EACL entry:
pos access right ssh host login
pre cond access id USER X509 *

pre cond threshold local
 
20/user sessions

rr cond notify local

on:failure/admin/ssh,DoS

rr cond update log local
on:failure/failed log/userID

mid cond update log local

user sessions/userID+1

post cond update log local

on:success/user sessions/userID-1

Evaluationof thepre cond access id USER
assertsa proper user authentication. The pre-condition
pre cond threshold readsthe log of active sessions
to determinethe numberof sessionswith theuserID field
equalto theonein theuserID credentials.

If thenumberis greaterthan20, therequestis rejected.
Therr cond notify conditionsendse-mail to thesys-
tem administratorreportingtime, usernameand a threat
type. Next, the rr cond update log updatesthe log
of failed logins to include a new suspicioususer ID. If
the numberof suchsessionsis lessthan20, the requestis
granted,theconnectionis establishedandthemid-condition
mid cond update log is evaluated.This conditionis
evaluatedjustonce,it updatesthenumberof activesshcon-
nectionsfor theuser. After aconnectionis closed,thepost-
conditionpost cond update log updatesthe number
of connectionsreducingit by 1.

6 Performance

7 Related Work

The Policy Maker systemdescribedin the papersby
Blaze et al. [1], [2] focuseson constructionof a practi-

cal algorithm for a determiningtrust decisions. Policies
andcredentialsencodetrustrelationshipsamongtheissuing
sources.

In Policy Maker’s terminology, ”proof of compliance
question”asksif the requestt , supportedby a setof cre-
dentialscomplieswith a policy u . This is equivalentto the
authorizationquestionthatweconsiderin ourwork: ”is re-
questt authorizedby thepolicy u (in ourmodelthecreden-
tials arecontainedin the request)”. Their approach,how-
ever, is differentfrom ours.

In ourapproach,theinformationpassedto theauthoriza-
tion enginewith theauthorizationrequestis usedto evalu-
ateconditionsin therelevantpolicy statements.Theorder
of conditionevaluationis important.

ThePolicyMakersystemis basedonthelogic program-
ming approach.Thegoal is to infer thedesiredconclusion
from given assumptionsin a computationallyviable man-
ner. In Policy Maker, thecredentialsandpolicy (calledas-
sertions)areusedcollectively to computea proof of com-
pliance.Theassertionscanberun in anarbitraryorderand
produceintermediateresultsthat thencanbefed into other
assertions.

Hayton and colleagues[5] proposeda role-basedac-
cesscontrolsystemcalledOASIS.OASISservicesspecify
policy for role activationusingRole Definition Language
(RDL) that is definedin termsof axiomsin proof system.
Theseaxiomsareusedto proveuser’s eligibilit y to entera
setof roles.

A rolecanbespecifiedasbeingpermittedonly for those
whocanprovemembershipof otherrolesissuedby thisand
otherservices.Theservicesareresponsiblefor issuingcer-
tificates,verifying theirvalidity andnotifying otherservices
aboutthe certificatestatechanges.A policy definesa set
of conditionsunderwhich a usercanactivatea role. The
role revocationis accomplishedthroughmembershipcon-
ditions. Someof themembershipconditionsmustcontinue
to holdwhile theroleremainsactive.If anyof themember-
shipconditionsassociatedwith theactivatedrole fails, the
role is deactivated.In somesense,theOASISmembership
conditionsaresimilar to our mid-conditionsthatmusthold
duringoperationexecution.

RDL is notasgenericandexpressiveasourapproachand
not as well suitedto representingcomplexaccesscontrol
policiesandthosethatincludemandatoryaccesscontrol.

Policies,representablein PolicyMakerandRDL, arere-
strictedto thesetof policieswhich do not producesideef-
fects,resultingin changeof thesystemstate.

Ponder[4] is anobject-orientedpolicy specificationlan-
guagethatis sutedfor role-basedaccesscontrolpolicies,as
well asgeneral-purposemanagementpolicies.Ponderis tar-
getedfor differenttypesof policies,includingobligations,
authorizations,delegationandfiltering policies,andgroup-
ing thesepoliciesinto aggregatestructures.Theobligation
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policies, for example,specifywhat actions(e.g.,notifica-
tion or logging)arecarriedout whenspecificeventsoccur
within the system. To someextent,the request-resultand
post-conditionsin our frameworkservea similar purpose.
However, thereareseveralsignificantdifferencesbetween
Ponder’s andour approaches.First, in our frameworkall
securityrequirementsareexpressedin asinglepolicy struc-
ture,whereasin thePonderapproachauthorizationandobli-
gationpoliciescanbe specifiedindependently. Thesecan
leadto conflictsbetweenthetwo policy types.Second,the
policy in ourframeworkisenforcedbythesameaccesscon-
trol mechanism.Thethree-phasepolicyenforcementmodel
allows for partsof policy (particularconditions)to be en-
forcedatdifferenttimes.In contrast,thePonderusesasep-
arateenforcementmechanismfor eachpolicy type.

Finally, the Ponderobligationpoliciesaretriggeredby
systemeventswhereasin ourframeworktheactionsaretrig-
geredby otherconditionsin thesamepolicy, suchasthresh-
old or systemthreatlevel.

MinskyandUngureanu[8], [9] definethepolicy in terms
of messagesthatonlyarestrictedsetof agentsispermittedto
exchange.Furthermore,themessageexchangeis controlled
by asetof rulesthatis includedin thepolicy. Thepolicyen-
forcementmechanismis basedonasetof trustedagentsthat
interprettherulesandenforcethemby regulatingthemes-
sageexchangesandtheeffect thatthemessageshaveonthe
controlstate(attributesandpermissions)of theparticipating
agents.

Theability to communicateandchangethestateresem-
blesour conceptof thereadandwrite conditions.Our ap-
proachis differentin that the“state” hasa wider meaning.
It includesall security-relevantinformationaboutrealworld
which is representablein a computersystem,e.g.,bankac-
countbalance,temperatureanduseridentity. Anotherdif-
ferenceis thatthereadingandwriting of thestateisbasedon
theorderedsynchronousevaluationof theconditions,rather
thancontrolledmessageexchange.

Jajodiaetal. [6] haveproposedalogical languagefor the
specificationof authorizations.The concernsaddressedin
this work areorthogonalto the onesin this paper. In par-
ticular, theyfocusonmodelingconflict resolution,integrity
constraintcheckingandderivationrules(thatderiveimplicit
authorizationsfrom explicit ones),while our work focuses
ontherepresentationandenforcementof authorizationpoli-
ciesenhancedwith detectionandmanagementof security
violations.

Summaryof the researchof audit-basedintrusion and
misusedetectionis givenby Lunt [7]. SandhuandSama-
rati [13] discussauthentication,accesscontrolandintrusion
detectiontechnologiesandsuggestthatcombinationof the
techniquesis necessaryin orderto build asecuresystem.

8 Conclusions and Future Work

Traditionalauthorizationmechanismscheckwhethera
user is acting within prescribedparametersand will not
detectabuseof privileges. In this paperwe presentedan
authorizationframeworkthatenablesthe specificationand
enforcementof workablesecuritypolicies that governac-
cessto protectedresources,identify threatsthatmayoccur
within applicationandspecify intrusion responseactions.
TheGAA-API combinespolicy enforcementwith applica-
tion level intrusiondetectionandresponse,allowing coun-
termeasuresto be appliedto ongoingattacksbefore they
causedamage.TheGAA-API implementationis available
athttp://www.isi.edu/gost/info/gaaapi/source.
TheGAA-API hasbeenintegratedwith severalappli-
cations, including Apache web server [12], sshd and
FreeS/WAN IPsecfor Linux.

Currently, the GAA-API integratedsshdobtainspartof
thepolicy fromtheoriginalsshdconfigurationfile (tomain-
tain the backwardcompatibility) and usesthe policy file
specifedin EACL formatto supplementtheexistingpolicy.
We planto improvetheGAA/sshintegrationto completely
takeovertheauthorizationphaseof sshd.

In thecurrentframework,weassumethatconditionsare
evaluatedconsecutivelyandthat authorizationrequestsdo
not overlap. Thesetwo assumptionsenableus to concen-
trateonasingleconditionevaluationpereachtime interval
and,therefore,avoidtheproblemof coordinationof multi-
pleconditionevaluationprocesses.However, thisapproach
resultsin inefficient policy evaluationprocessandleadsto
systemsthatcannotscaleto largenumbersof objects.

The future directionsfor this researchinclude explor-
ing extensionsto theframeworkto support:concurrentre-
quests;replicationof theevaluationmechanism;concurrent
evaluationof conditionswithin the samerequest;anddis-
tributedpolicy enforcement.

At this point, theissuesof spatialandtemporalrelation-
shipsamongthepolicy computationsbecomecritical. Poli-
ciesthatgovernthesameobjectmayhavenon-trivial inter-
dependencieswhichmustbecarefullyanalyzedandunder-
stood.

Anotherlimitation of the currentframeworkis reliance
on a policy administratorfor definingconditionevaluation
orderwhich is thenenforecedby the framework.Thelim-
ited awarenessof the spatial and temporaldependencies
amongsecuritypoliciesmaycauseinconsistenciesandun-
desirablesystembehavior. In many cases,administrators
maynot havea clearpictureof the ramificationsof policy
enforcementactions,therforeenforcingthesepoliciesmight
haveunexpectedinteractiveor concurrentbehaviour. Au-
tomationis essentialto minimisehumanerror, and it can
only be usedsafelywhenthereis a formal model thatex-
plicitly addressesboth thespatialandthe temporalaspects
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of dynamicauthorization.
Weaim to developaformal modelwhichcanbeusedto

createpolicieswith strongsecurityguarantees,eliminating
guessworkin thedesignanddeploymentof adaptivesecu-
rity policies.
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