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Abstract

This paper! presents an authorization framework for
supporting fine-grained access control policies enhanced
with light-weight intrusion/misuse detectors and response
capabilities. The framework intercepts and analyzes access
requests and dynamically adjustssecurity policiesto prevent
attackersfrom exploiting application level vulnerabilities.

We present a practical, flexible implementation of the
framework based on the Generic Authorization and Access
Control APl (GAA-API) that provides dynamic authoriza-
tion and intrusion response capabilities for many applica-
tions. To evaluate our approach, weintegrated the API with
several applications, including Apache web server [12],
sshd and FreeS'WAN |Psec for Linux. This paper demon-
stratesthe integration of the GAA-API into ssh daemon. By
integrating the GAA-API into sshd, the ssh server can sup-
port fine-grained authorization policies, dynamic policy up-
date, and applicationlevel intrusion detection and response.
The server can also enforce policies with additional func-
tionalities, e.g., time- and location-based controls. Our ex-
periments showed that the required integration effort was
moder ate, and that the performanceimpact on the ssh server
was negligible.

1 Introduction and Motivation

As moreandmore enterprisesnaketheir critical infor-
mationavailableonthelnternetwhetheronly to employees
or to customersthey are exposedo significantrisks such
astheft, fraud,anddenialof serviceattacks.In generalthe
mostsignificantconsequenceassultfrom attackswithin the
systemby otherwisdegitimateuserqor attackergposingas
suchusers)performingunauthorize@ctivities.

1 Portionsreprinted with permissionfrom T. V. RyutovandB. C. Neu-
man. The Specificatiorand Enforcemenbf AdvancedSecurityPolicies.
In the Proceedingsf the Conferenceon Policiesfor DistributedSystems
andNetworks(POLICY 2002). ©2002IEEE.

Detectingthesekinds of attackscanrequireinstrument-
ing applicationgo generateuditrecordsbasedon activity
thatis only understoodhtthe applicationlayer.

Countermeasurds suchattacksmustsimilarly be im-
plementecht theapplicationlayersthroughenforcemenbof
policiesthatcandistinguishlegitimateandillegitimate ac-
tivities - a distinctionthat often requiresapplicationlevel
knowledge.

The policies themselvesmust automaticallyadapt to
meetthechangingsecurityrequirementi theeventof pos-
sibleintrusionwhile allowinguserso operatén thechang-
ing environment.

Accesscontrol policies can assistin the application-
basedcategoryof intrusiondetectionwhich monitorscriti-
cal applications.Traditionalaccessontrolpoliciessimply
specifywhethertheaccesss grantedor whethetherequest
is denied. A new policy specificatiorapproachwith intru-
siondetectionin mind (in additionto definingactionsthat
areandarenot permitted)will identify specificapplication
level eventsthat constitutemaliciousor suspiciousactivi-
ties. Furthermoresuchpolicieswill specifythe counter
measureto betakento respondo thesuspectedr detected
attacks.

We apply dynamicauthorizationtechniquego support
fine-grained accesscontrol and application level intru-
sion/misuseletectionrandresponseapabilities.

Ourapproachs basedn specifyingaccesgontrol poli-
ciesextendedwith the capabilityto identify (and possibly
classify)intrusionsandrespondotheintrusionsn realtime.
TheGenericAuthorizationandAccesControl APl (GAA-
API) is a genericinterfacewhich may be usedto enable
suchdynamicauthorizatiorandintrusionresponseapabil-
ities for manyapplications.The API supportghreepolicy
enforcemenphases:

1. Before requestedperationstarts;to decidewhether
this operationis authorized.

2. Duringtheexecutiorof theauthorizedperationto de-
tectmaliciousbehavioiin realtime(e.g.,ausermprocess
consumegxcessivesystenresources).



3. Whentheoperatioris completedfo activatepostexe-
cutionactions suchasloggingandnotificationwhether
theoperationsucceeds/fails.

Thispaperdemonstratetheintegrationof the GAA-API
into sshdaemon. By integratingthe GAA-API into sshd,
the sshservercan supportfine-grainedauthorizationpoli-
cies,dynamicpolicy update andapplicationlevelintrusion
detectionandresponse.The servercanalso enforcepoli-
cieswith additionalfunctionalitiese.g.,time-andlocation-
basedcontrols. Our experimentshowedthat the required
integrationeffort was moderate and that the performance
impactonthesshservemwasnegligiblewith relativelysmall
configurationandpolicy files.

2 Approach

An authorization policy regulatesaccesgo objects. An
object is atargetof requestandit hasto beprotectede.g.,
critical programsfiles andhosts.An access right (alterna-
tive wordsthatwe useareoperationandaction)is a partic-
ulartypeof accesdo a protectebject,e.g.,reador write.
Specificsystemevents suchasrestartingor shuttingdown
thesystemgsystemog-in andlog-off canbemodeledasac-
cessrightsassociatedvith the systemwherethe systemis
the protectedobject. A condition describeghe contextin
which eachaccessight is grantedor denied.

In ourframework.apolicy is representedsa setof con-
ditionsassociatewvith apositiveor negativeaccessight. If
all conditionsassociatedith apositiverightaremet,theac-
cesdo atamgetobjectis granted.If all conditionsassociated
with anegativeright aremet,theaccesss denied.

Traditionalsecuritysystemdack adaptivesecuritypoli-
ciesandenforcemenimechanismsin the non-adaptiveset-
ting, thesetof policiesis choserin advancepeforetheac-
cessrequests received. The adaptivepolicy enforcement
mechanisnmchooseghe appropriateset of policies during
thecourseof computatiorbasednthecurrentsystenstate.

Usually adaptivepolicy implementatiorrequireseither
thereloadingof thepolicy or changinghe policy computa-
tionalgorithmd3]. Bothof theseapproacheareineffective
andnotscalable.

Our approachavoidspolicy reloadingand switchingto
thedifferentpolicy evaluatiormode:

1. Thepolicy specificatiordescribesnorethanonesetof
disjointpolicies.

2. Thepolicy evaluatiormechanisnis extendedvith the
ability to readandwrite systemstate. Theimplemen-
tation is basedon conditionsthat provide supportfor
monitoringandupdatingnternalsystenstructuresand
theirruntimebehaviors.

With the extendedolicy evaluationmechanismtransi-
tion betweernthe disjoint setsof policiesis regulatedauto-
matically by readingthe systemstate(e.g.,thetime of day
or systenthreatievel). Thedownsideof thisapproachis the
requiremenfor moretediousand carefulpolicy specifica-
tion anddealingwith the side effects of the policy evalua-
tion.

The adaptivepolicies are specifiedusing differentcon-
ditionsthatpermitrun-timeadaptatiorin the eventof pos-
sible securityattacks. To enforcethe adaptivepolicieswe
adoptedthe three-phas@olicy enforcemenscheme.Dur-
ing eachphaseonly the specifiedsetof all conditionsin the
policy is evaluated.

2.1 Conditions

Herewe list severalof the more useful conditions[10]
thatassisin detectingandrespondingo intrusionandmis-
useandtheyallow moreefficient utilization of securityser
vices,suchasauthenticationaudit,andnotification.

e accessidentity
This conditionspecifiesan authenticate@ccessden-
tity.

¢ strength of authentication

This condition specifiesthe authenticationmecha-
nismor setof suitablemechanismgor authentication.
Stronguserauthenticatiomethode.g. Kerberoq11])
canbeactivatedn responséo suspicioudehavior

e time
This conditionspecifiedime periodsfor which access
is granted.

¢ location

This condition specifiedocation of the user Autho-
rization is grantedto the usersresiding on specific
hostsdomainspr networks.

e payment
This conditionspecifiesa currencyandanamounthat
mustbe paidprior to accessin@nobject.

e quota

This conditionspecifiesa currencyanda limit. It lim-
its the quantityof a resourceghat canbe consumeabr
obtained.

o audit

This condition enablesautomaticgeneratiorof audit
datain responsdo accessequests.An auditrecord
shouldincludesufiicientinformationto establishwhat
eventoccurredandwhatcausedheevent.



e notification

This conditionenablesautomatiogeneratiorof notifi-
cationmessagealerts)in responseo accessequests.
Theconditionvaluespecifieghereceiverandthenoti-
ficationmethod.

e threshold
This conditionspecifiesallowablethreshold.

e system threat level
This conditionspecifieghe systenthreatlevel.

Failure of someof theseconditionsmay signal suspi-
ciousbehavior For example,accesss requestedct unex-
pectedimesor unusualocations violationsof userquotas,
repeatedailure of accesattemptsandexceeding thresh-
old. Someconditionscantriggerdefensivaneasure re-
sponsgo perceivedsystemthreatlevel. For example,im-
posea limit on resourceconsumptionadvancecayment
for theallocatedesourcesrincreaseduditing.In thecase
of insidermisuse(particularlyif theintruder sidentity has
beerestablished)} maybeappropriatdo lettheattackscon-
tinue underspecialconditions.For examplejt may be de-
sirableto initiate datacollectionmechanismso gatherde-
tailed informationaboutuseractivitiesthat could serveas
evidencéor possibleprosecutions.

The combinationof conditionsof differenttypescanbe
usedto fine tune audit and notification services. The au-
dit detailand numberof alarmsshouldbe sensitiveto the
systemthreatprofile. For exampleJow systemthreatlevel
shouldresultin reducedalarmlevel andamountof gener
atedauditdata. It shouldalsodependon the sensitivity of
therequestedperationandtarmgetobject.

2.1.1 Evaluation of Conditions

Note thatin theimplementationsomeof theseconditions
might haveside effects. For example,evaluationof pay-
ment conditionreducesa balance.Evaluationof notifica-
tion conditionresultsin sendinga messageyhichis useful
in audit.

A positiveaspecbfthesideeffectsis theability to update
systembehaviorat run time (e.g.,generatingauditrecords
andreconfiguringirewall rules). Suchdynamictechniques
will ensurehatpoliciesappliedto systenservicesadaptto
perceivedsystemthreatprofile, therebyincreasingsystem
protection.

Unfortunatelysideeffectscomplicatematters.Thereare
two particular difficulties in reasoningaboutpolicies en-
forcedin the dynamicauthorizatiorenvironment.

First,thesideeffectsmightcausgroblemsvhentheside
effectscreatea feedbackoop, e.g.,whenpaymentaffects
guotaswhich affectsthe ability to performotheroperations
(onceonerunsoutof money).

Secondpolicy rulescanincludebothenvironmentaton-
ditionsandactionghatchangaheconditions.Forexample,
an audit condition may trigger a network threatdetection
conditionwhich affectsthe evaluationof subsequergondi-
tionsin thepolicy. Therefore the consistencyandcorrect-
nessof theaccesgontroldesicionanaydependnthecon-
dition evaluatiororder

In our currentframework,the conditionevaluationpro-
cesds totally ordered.The orderhasto be assessetefore
conditionevaluationstarts. Determiningthe evaluationor-
deringis currentlydoneby apolicy officer.

We recognizethatthe function of definingthe condition
ordercanbebestservedby anautomatedool to ensuregol-
icy correctnesandconsistencyandto easehepolicy spec-
ification burdenon the policy officer. Seesection8 for fur-
therdiscussion.

212 Pre, Mid-, Post- and Request-result Conditions

An authorizatiorpolicy mayspecifyconditionshatmustbe

satisfiedbefore duringor aftertheaccessightis exercised.
Furthermore gvaluationof someconditionsmust be acti-

vatedwhetherthe accesss grantedor whetherthe request
is denied.Thus,all conditionsareclassifiedas:

¢ pre-conditions specifywhat mustbe true in orderto
grantor denytherequest.

e request-result conditions mustbe activatedwhether
theaccessequesis grantedor whetherthe requesis
denied.

e mid-conditions specify what must be true during
the executionof the requestedperation. The mid-
conditionscanbeusedfor theprotectionof thecritical
operationsand resources. The mid-conditionsallow
for realtime activemonitoringof the operatiorexecu-
tion andresponse If any of the mid-conditionsfails,
the operationexecutionmustbe affected. The coun-
termeasurearedefinedin theresponsenethodf the
target object. Aggressiveresponsesnay include di-
rectcountermeasuresuchasclosingthe connections
or suspendinghe processesThis is importantto en-
force countermeasuresgainstseriousattacks. For
examplea processesonsumingexcessivesystemre-
sourcegCPUtime, memory anddisk spacemayin-
dicateimpendingdenial of serviceattack. More pas-
siveresponsemayincludethe activatingof integrity-
checkingroutinesto verify the operatingstateof the
tamget.

Themid-conditionghatwe considetin ourframework
arelimited to a setof thresholdssuchasdurationof
connectionCPUandmemoryusageandseveritymet-
rics (e.g.,currentsystemnthreatlevel).



e post-conditionsareusedo activatepostexecutiorac-
tions,suchasloggingandnotificationwhetherthe op-
erationsucceed®r whetherthe operationfails. The
post-conditionganbe specifiedn two ways:

1. Thepost-conditionshatareactivatedonly if the
requestedperationsucceeds.Theseconditions
areusefulto correctlyimplementheenforcement
of, for example the payment/quotaonstraints.

Herearesomeexample®f thepolicieswith post-
conditions:

“A usermustpay $1 to reada file. The money
mustbewithdrawnfrom theuseraccounbnly af-
ter successfulile access.”

In thispolicy, thepayment conditionmustbeim-

plementedas a post-condition If the file read
fails for technicalreasongthe servercrashesn

the middle of the readoperation),the payment
conditionis not activatedand the userdoesnot
losehis money

“A useris allowedto accesdile A only once.”

Similarly, thequota conditionin this policy must
beimplementedisapost-conditiorto ensurehat
theusercanaccesghefile atleastonce.

2. Thepost-conditionghatareactivatedonly if the
requestedperatiorfails. Forexamplefailure of
critical operationssuchassystenshutdownmay
indicatedenial of serviceattackandrequireim-
mediatenotification.

The post-conditionglongwith therequest-resuitondi-
tionsareusefulto fine tuneauditandnotificationservices.

2.2 TheThree-Phase Policy Enforcement

Theenforcemenbf theadaptivesecuritypoliciesis par
titionedinto threesuccessivphases.

1. Phasene:accesgontrol.
The pre- and request-resultonditionsare evaluated
duringthis phaseandthedecisionto grantor denyac-
cesdo therequesteabjectis made.

2. Phasdwo: executiorcontrol.
Theaccesso thetargetobjectis grantedtherequested
operationis startedandthe mid-conditionsareevalu-
atedduringthisphase Thisphasellowsthecontrolled
executionof therequesteperation.

3. Phasdhree:post-executiomctions.
The post-conditionsare evaluatedduring this phase.
Thespecifiedactionsareperformedafterthe operation
is finished. We do not call this phase‘post-execution

control”, since neitherfailure nor succesof a post-
executionaction can affect eitheraccesdecision,or
operationexecution.

3 Implementation

In this sectionwe presentheoverviewof ourimplemen-
tationapproach.

3.1 Policy Representation

Thepolicy languageve implementeds calledExtended
AccessControl List (EACL). The EACL is a simplelan-
guagedesignedo describeuserlevel securitypoliciesthat
governaccesgo protectedresourcesidentify threatsthat
mayoccurwithin applicatiorandspecifyintrusionresponse
actions.An EACL isassociatedith anobject(or agroupof
objects)to be protectedandspecifiepositiveandnegative
accessightswith optionalsetof associatedonditionsthat
describahecontextin which eachaccessight is grantedor
denied.

A condition block definesa conjunctionof atotally or-
deredsetof conditions.Conditionsareevaluatedn the or-
dertheyappeamithin aconditionblock?.

An EACL entry consistof apositiveor negativeaccess
rightandfour conditionblocks: asetof pre-conditionsaset
of request-resultonditions,a setof mid-conditionsanda
setof post-conditions.Note thata conditionblock canbe
empty If all conditionblocksin anEACL entryareempty
therightis grantedunconditionally An exampleof apracti-
calpolicy with emptyconditionblocksis: “anyonecanread
file index . html”.

An EACL consistsof an orderedset of disjunctive
EACL entries. An EACL representatiosupportsdisjunc-
tion andconjunctionof conditionsto activatedifferentcon-
trol modes.

An EACL is equivalento disjunctivenormalform con-
sistingof a disjunctionof conjunctionsvhereno conjunc-
tion containsa disjunction. For example a policy “Tom or
Joecanreadfile A only if they connectfrom *.isi.edudo-
main” canberepresentetty an EACL (attachedo thefile
A) with two EACL entries:

“positiveaccessight: read pre-conditionsTom, *.isi.edu”
“positive accessight: read,pre-conditionsJoe,*.isi.edu”.

3.1.1 EACL Syntax

We usetheBackus-NauFormto denoteheelement®f our
EACL languageCurly brackets{ }, surroundtemsthatcan

2Thetotal orderpropertyis importantto dealwith possiblesideeffects
causedy the conditionevaluation.



repeatzeroor moretimes. A verticalline, | , separatesl-
ternativesltemsinsidedoublequotesaretheterminalsym-
bols. An EACL is specifiedaccordingo the following for-
mat:

eacl ::= {eacl _entry}

eacl _entry ::= pos_access_right conditions |
neg.-access_ri ght pre_cond_bl ock
pos_access_right ::= "pos_access_right"

def _aut h val ue

neg.access_right ::= "neg.access_right"

def _aut h val ue

conditions ::= pre_cond._bl ock m d_cond_bl ock
rr_cond_bl ock post_cond_bl ock

pre_cond_bl ock ::= {condition}

m d_cond_bl ock ::= {condition}

rr_cond.bl ock ::= {condition}

post _cond_bl ock ::= {condition}
condition ::= cond_type def_auth val ue
cond_-type ::= al phanuneric_string

def _auth ::= al phanuneric_string

val ue ::= al phanuneric_string

cond_t ype definesthe type of condition,e.g.,access
identity or time.

def _aut h indicateghe authorityresponsibldor defin-
ing thevaluewithin thecond_t ype, e.g.,Kerberos.

val ue is thevalueof condition. Its semanticss deter
minedby the cond_t ype field. The namespacefor the
valueis definedby thedef _aut h field.

Notethatthe EACL syntaxallowsonly the pre-conditions
to be associatedvith a negativeright. This is becausen
EACL entry with a negativeright cannevergrantthe ac-
cessthereforethemid- andpost-condition#n theentrywill
neverbeevaluated.

Wenextpresenanexampleof anEACL thatgovernsac-
cesdo ahost.

Entry 1 specifiegshatusertom@ORGB.EDWannotlogin
to thehost.

Entries2 and3 meanthat userJoecanshutdown the host
usingeitherX509 or Kerberosfor authenticationlf there-
guestsucceedgheuserlD mustbelogged.If theoperation
fails, the systemadministratomustbe notified by e-mail.

Entry 4 meansthat anyone,without authentication,can
checkthe statusof the hostif he connectdrom the speci-
fiedIP addressange.

Entry5 specifieghatuserken@ORGA.EDWanlogin from
thespecifiedP addressangejf thenumberof previoudo-
ginattemptsluringthedaydoesnotexceed. If therequest
fails, the numberof the failed logins for the usermustbe
updated. The connectiondurationtime mustnot exceed3

hours.

# EACL for host nalta.isi.edu

# EACL entry 1

neg.access_ri ght test host_l ogin
pre_cond_access._i d_USER Ker ber 0s5

t om@dbRGB. EDU

# EACL entry 2

pos_access_ri ght test host

shut _.down

pre_cond_access._i d_USER X509

"/ C=US/ O=Tr ust ed/ QU=or gbh. edu/ CN=Joe"
rr_cond_audit |ocal on:success/userlD
post _cond_notify | ocal

on: failure/adm n/userl D

# EACL entry 3

pos_access_ri ght test host_shut_down
pre_cond_access._i d_USER Ker ber 0s5

j 0e @RGB. EDU

rr_cond_audit |ocal on:success/userlD
post _cond_notify | ocal

on: failure/adm n/userl D

# EACL entry 4
pos_access_ri ght test host_check_status
pre_cond.l ocation I P 10.1.1.0-10.1. 2. 255

# EACL entry 5

pos_access_ri ght test host_l ogin
pre_cond_access._i d_USER Ker ber 0s5
ken@RGA. EDU

pre_cond.l ocation I P 10.1.1.0-10.1. 2. 255
pre_cond_t hreshol d | ocal
<3failures/day/failed.l og

rr_cond_updat e_l og | ocal

on: failure/failed.l og/userl D

m d_cond_duration | ocal <8hrs

Evaluationof an EACL startsfrom the first to the lastin

thelist of EACL entries.Theresolutionof inconsistentwu-
thorizationis basedn ordering. The entrieswhich already
havebeenexaminedakeprecedencevernewentries.

An orderecevaluatiorapproacthis easietoimplementas
it allows only partial evaluationof an EACL andresolves
theauthorizatiorconflicts. The problemwith this approach
is thatit requiregotal orderingamongauthorizationsit re-
quirescarefulwriting of theEACL by thesecurityadminis-
trator.



3.2 Generic Authorization and Access-control
API(GAA-API)

The GAA-API providesageneral-purposexecutioren-
vironmentin which EACLs areevaluatedWe nextprovide
abrief descriptionof themain GAA-API functions.

The gaa_get_object_policy_info function is called to
obtainthesecuritypolicy associatedith theobject. It takes
thetamgetobjectandauthorizatiordatabasasinputandre-
turnsanorderedist of EACLSs.

Theapplicationrmaintainsauthorizatiorinformationin a
form understooddy the application. It canbe storedin a
file, databasedlirectoryserviceor in someotherway. The
application-specifitunctionprovidedfor the GAA-API re-
trievesthe policy informationandtranslatest into theinter-
nal representatiominderstoody the GAA-API. Currently
the policy is written at the objectlevel, the call-backfunc-
tion mustcollectall theperobjectpoliciesandorderthemby
priority. How thepoliciesarestoredandretrieveds opaque
to the GAA-API andis notreflectedin theEACL.

Theresultingpolicy thatis passedo the GAA-API for
evaluationrepresentshe combinationof severalpolicies
possiblyfrom differentdomainsandindividual usersof the
system.

The specific mechanismfor retrieving the policies is
passedo the GAA-API asa call-backfunction. The GAA-
API providesamechanisnto registera particularpolicy re-
trieval call-backfunction. Currentlythis is doneusing a
configuratiorfile.

The structureof the policy domainsthat contributethe
policiesis not specifiedexplicitly in our framework. Only
the hierarchicalrelationship(priority of the policy) among
the domainsis takeninto consideration. Our currentim-
plementatiorsupportswo level policy specification:first,
system-widepoliciesareretrievedandplacedin the begin-
ning of thelist of policies. Thenthe local policiesarere-
trievedandareaddedo thelist. Thus,system-widgolicies
implicitly havehigherpriority thanlocal policies. For fur-
therdiscussiorof the policy compositiorsee[12].

Thegaa_check_authorization functioncheckswvhether
therequestedight is authorizedunderthe specifiedpolicy.
This function takesthe retrievedpolicy (an orderedlist of
EACLs), requeste@dccessight andcontextuainformation
asinput. The contextualinformationis matchedo there-
guirementsspecifiedn theconditionsof therelevanEACL
entriegonly theEACL entrieswherethetherequestedight
appearsreevaluated)Thisinformationcanberepresented
by a setof credentialse.g.,an X.509 identity certificate.
The outputlists all matchingpolicy rights and associated
conditionswith flagssetto indicatewhethereachcondition
wasevaluatedand/ormet. If the accesss grantedthe out-
putincludesthetime periodfor which theresultis valid.

Thegaa_exzecution_control functionperformspolicy

enforcementduring operationexecution. This function
checkswhether the mid-conditions associatedwith the
grantedaccessight aremet.

Thegaa_post_execution_actions functionperforms
policyenforcemeraftertheoperatiorcompletesThisfunc-
tion enforceghepost-conditiongissociatewith thegranted
access.

An EACL mayspecifyconditionsof differenttypes.e.g.,
access identity, location andaudit. The GAA-API sup-
portsregisteringconditionevaluatiorfunctionsfor different
conditiontypes.

Theconfiguratiorfile lists concretdunctionsthatimple-
menttheconditions.Thefile is readatthe GAA-API initial-
izationtime andthefunctionsareregisteredvith thespecific
conditiong(takinginto accountheconditiontypeanddefin-
ing authorityfields). To evaluateconditionsin the EACL
examplegivenearlief we mightregisterupto 8 functions?
with the GAA-API. The GAA-API is structuredo support
theadditionof modulesfor evaluationof newconditions.

TheGAA-API returnghreestatusralueso describepol-
icy enforcemenprocess:

1. authorizatiorstatuss, .
Indicatesvhethertherequests authorizedcaa.y Es),
notauthorizedcaa_~o) oruncertain(GAaA_-M AY BE).

2. mid-conditionenforcemenstatuss,, .
Indicatesthe evaluationstatusof the mid-conditions
(GAAYES/GAANO/GAA_MAYBE).

3. post-conditiorenforcemenstatuss),.
Indicatesthe evaluationstatusof the post-conditions
(GAAYES/GAANO/GAA_MAYBE).

The statusvaluesare obtainedduring the evaluationof

conditionsin therelevanteACL entries:

GAAYES - all conditionsaremet;

GAANO - atleastoneof theconditionsfails;

GAAMAY BE - noneof the conditionsfails but thereis at
leastoneconditionthatis left unevaluated.

TheGAA-API returnsz a4_m ay BE if thecorresponding
conditionevaluatiorfunctionis notregisteredvith the API.
In somecasesit is conveniento returnsomeof the condi-
tionsunevaluatedor furtherevaluatiorby thecallingappli-
cation.

4 The GAA/ssh Integration

Secureshell(ssh)is beingwidely deployedecausef its
featureghat ensuresecurecommunicationgcrosshe net-

3Dependingon the implementation,we may register either one or
two functionsto evaluateconditionsof the sametype but with differ-
entdefiningauthorityfields,e.g.,pre_cond_access_td U SERX 509 and
pre_cond_access_td USKERKerberosb.



work aswell asits easeof use. However correctlyconfig-
uring the server(sshd)with desiredpoliciesis not aneasy
task,becausehe authorizatiompoliciesaredescribedn the
serverconfigurationfile thatcontainsnot only the policies
but alsothe configurationparametergor the server Host-
ing two separatdunctionalitiesinto one configurationfile

leadsto the problemof havinginflexible mechanisnof de-
scribingauthorizationpolicies. In addition,the serverhas
to be restartedafter modifying the contentof the configu-
rationfile to reflectchanges.f the modificationwasdone
to changethe policy, insteadof the the configurationof the
server restartingthe serverwould prohibit the dynamicre-

sponsef theserverto thepotentialor actualnetworkthreat
conditions.

4.1 ThePolicy Enforcement Process

The GAA-API wasintegratednto Openssh
version 2.9p2 (http://www.openssh.@). The integration
contributedonly about250linesof “glue” code.Only two
files auth2.cand serverloop.avere modified and one new
file gaa-plug.qcontainingthe GAA-API initialization and
accesgontrolcalls)wasadded.

The GAA-API is integratedinto sshby modifying the
userauth_reply functionin thefile auth2.c.Thefile server
loop.c was modified to supportthe executioncontrol and
post-executiophases.The GAA/sshintegrationis shown
in Figurel.

The GAA-API makesuseof system-wideandlocal con-
figurationandpolicy files. The configurationfiles list rou-
tinesand parametersor evaluatingconditionsspecifiedin
the policy files. The system-widepolicy appliesto all ap-
plicationsin thesystem.Thelocal policy describesecurity
requirement®f sshd.

1. Theinitialization phase.

Whenthe sshdstarts first the GAA-API is initialized
by callinggaa_initialize andgaa_new_sc thatextract
andregistercondition evaluationand policy retrieval
routinesfrom the systemandlocal configuratiorfiles,
fetchthesystenpolicy file, andgeneraténternalstruc-
turesfor lateruse.

2. Theaccess control phase startswith receivinga con-
nectionrequest.

(8) Thegaa_get_object_policy_in fo functionis
calledto obtainthe security policies associated
with the target host. The function readsthe
system-wideolicy file, convertst to theinternal
EACL representatiomndplacesit atthe begin-
ning of thelist of EACLs. Next, the functionre-
trievesandtranslateshelocalpolicy file andadds
it to thelist.

(b) Therequests convertednto a list of requested
accessrights. The authenticateduser identity
is extractedfrom the authetzt structureandis
placedin the gaa_sc securitycontextstructure.

(c) Next,thegaa_check _authorization functionis
calledto checkwhethertherequestedight is au-
thorizedby theorderedist of EACLs. Thisfunc-
tion finds the EACL entrieswherethe the re-
guestedight appearsndcallstheregisteredou-
tinesto evaluatepre- and request-resultondi-
tionsin theentries.If thereareno pre-conditions,
the authorizatiorstatusis setto ¢4 v es. Oth-
erwise,the pre-conditionsare evaluatedandthe
resultis storedin the authorizatiorstatuss,.

If therequest-resultonditionsarepresenin the
entry, the conditionsareevaluatecandtheinter-
mediateresultis calculated.The conjunctionof
theintermediateesultand.S, is storedin theau-
thorizationstatusS, .

Basedon the authorizatiorstatuss, theconnec-
tion is permittedor rejectedasfollows:

S. = GAAY ES connectioris allowed.

S. = GAA_NO connectioris rejected.

S. = GAA_M AY BE connections rejected.

The detailedinformationis returnedthatlists all

matchingpolicy rightsandassociatedonditions,
with flagssetto indicatewhethereachcondition
wasevaluatedand/ormet.

3. The execution control phase consistsof startingthe
connectionand calling the gaa_execution_control
function. This function checkswhetherthe mid-
conditionsassociatedvith the grantedaccessrights
aremet. If mid-conditionsare found, the conditions
areevaluated Somemid-conditionsareevaluatedust
once*, other mid-conditionsare evaluatedn a loop
until eitherthe operationfinishesor any of the mid-
conditiongfails. In thelattercasetheoperatiorexecu-
tion is suspende@ndthe reactiveactionsare started.
Themid-conditionscanbe returnedunevaluatedo be
enforcedby application.Theresultis storedin .S,,, .

4. Duringthepost-execution action phase the

gaa_post_execution_actions functionis calledto en-

force the post-conditionsassociatedvith the granted
rights. This function performspolicy enforcemenaf-

ter the operationcompletesy executingactionssuch
as notifying by email, modifying systemvariables,
writing log file, etc.

Theconnectiorstatug(indicatingwhetherthe connec-
tion succeeded/failed} passedo the

4E.g.,locking afile to placeahold on useraccount.



registered routines

‘ System Configuration File

and internal stractures
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Figure 1. GAA/ssh integration.

gaa_post_execution_actions function. If no post-
conditionsarefound, c44_ v Es is returned,otherwise
the post-conditionsare evaluatedandthe resultis re-
turnedin S,

5 Deployments

In this sectionwe illustrate how our frameworkcanbe
deployedo enablefine-grainedesponséo attacks.

5.1 Network Lockdown

This scenariodemonstratefow our systemadaptsthe
appliedauthenticatiompoliciesto requiremoreinformation
fromausemwhenpotentiallydangerousctivity hasheernde-

tected.

This scenarids designedor organizationswith thefol-
lowing characteristics:

¢ Mixed access$o webservices Accesso somewebre-
sourcegequireuserauthenticationsomedo not. If a
policy doesnot requireauthenticatediseridentity, au-
thenticationstepscanbeignoredor deferreduntil the
policy explicitly requestst. An exampleof a policy,
whichis notconcernedvith theidentityis "anyonecan
readfile A if $10is paid”.

o Authenticatedshconnectiondromthelnternetareal-
lowedto access$ostsonthe organizationsLAN.

e A network-basedDS suppliesa systemthreatlevel.
Forexample)ow threatevelmeansiormalsystenop-
erationabktate mediumthreatievelindicatesuspicious
behaviorandhigh threatlevel meanghatthe systemis
underattack.

¢ Policy: When system threat level is higher than
low, one needsto lock down the system and require
user authentication for all accesseswithin the LAN.
Strongauthenticatiorprotectsagainstoutsideintrud-
ers.To someextent,authenticatioomayhelpto reduce
insidermisuse.In particular insidersarediscouraged
if theidentity of ausercanbe establishedeliably.

The policy requirementganbe representedby the fol-
lowing EACL that protectsall sshandweb serverconnec-
tionswithin the LAN:

# EACL entry 1

pos_access_ri gh apache *

pre_cond_syst emt hreat_l evel |ocal >l ow
pre_cond_access.i d_.USER apache *

# EACL entry 2

pos_access_ri gh ssh *

pre_cond_syst emt hreat_|l evel |ocal >l ow
pre_cond._access.i d_USER ssh *



The pre-conditiondn EACL entries1 and2 meanthat all
Apacheandsshaccessellaveto beauthenticated thesys-
temthreatlevelis higherthanlow. Currentlytheimplemen-
tationof thepr e_.cond_syst emt hr eat _| evel condi-
tion retrievssystenthreatlevel from a specificfile.

5.2 Application Level Intrusion Detection

We next demonstratéow our frameworkprovidesreal
time applicationlevel intrusion/misusealetectioncapabili-
ties. This exampledemonstratedetectionandresponseo
a particularDoS attack: openinga large numberof simul-
taneousonnectiongo the sshserverstarveghe numberof
availablesocketsdisallowingnewconnects.

Assumethat EACLSs that governhostswithin the LAN
containthefollowing EACL entry:
pos_access_ri ght ssh host_l ogi n
pre_cond_access_i d_USER X509 *
pre_cond_-t hreshol d | ocal <20/ user_sessions
rr_cond-notify | ocal
on: failure/ adm n/ssh, DoS
rr_cond_updat e_l og | ocal
on: failure/failed.l og/userl D
m d_cond_updat e_l og | ocal
user _sessi ons/user | D+1
post _cond_updat e_l og | ocal
on: success/ user _sessions/userl D1

Evaluationof thepr e_cond_access_i d_USER

assertsa proper user authentication. The pre-condition
pre_cond_t hr eshol d readsthe log of active sessions
to determinethe numberof sessionsvith the userID field
equalto theonein theuserlD credentials.

If thenumberis greaterthan20, the requesis rejected.
Therr cond_not i fy conditionsendse-mailto the sys-
tem administratorreportingtime, usernameand a threat
type. Next, therr _cond_updat e_| og updateshe log
of failed logins to include a new suspicioususer ID. If
the numberof suchsessionss lessthan 20, the requesis
grantedtheconnectioris establishe@ndthemid-condition
nm d_cond_updat e_| og is evaluated. This conditionis
evaluatedustonce,t updateghenumberof activesshcon-
nectiondor theuser After aconnectioris closedthepost-
conditionpost _cond_updat e_l og updateghe number
of connectionseducingit by 1.

6 Performance

7 Reated Work

The Policy Maker systemdescribedin the papersby
Blazeet al. [1], [2] focuseson constructionof a practi-

cal algorithm for a determiningtrust decisions. Policies
andcredentialencodarustrelationshipgmongheissuing
sources.

In Policy Maker's terminology "proof of compliance
guestion”asksif the requesty, supportedoy a setof cre-
dentialscomplieswith a policy P. Thisis equivalento the
authorizatiorquestiorthatwe considetin our work: "is re-
guesty authorizedy thepolicy P (in ourmodelthecreden-
tials arecontainedn the request)”. Their approachhow-
ever is differentfrom ours.

In ourapproachtheinformationpassedo theauthoriza-
tion enginewith the authorizatiorrequesis usedto evalu-
ateconditionsin the relevantpolicy statementsThe order
of conditionevaluationis important.

ThePolicy Makersystemis basednthelogic program-
ming approach.The goalis to infer the desiredconclusion
from given assumptionsn a computationallyviable man-
ner. In Policy Maker, the credentialsandpolicy (calledas-
sertions)are usedcollectively to computea proof of com-
pliance. Theassertionganberunin anarbitraryorderand
produceintermediateesultsthatthencanbefed into other
assertions.

Hayton and colleagues[5] proposeda role-basedac-
cesscontrol systemcalledOASIS. OASIS servicesspecify
policy for role activationusing Role Definition Language
(RDL) thatis definedin termsof axiomsin proof system.
Theseaxiomsareusedto proveusers eligibility to entera
setof roles.

A role canbespecifiedasbeingpermittedonly for those
who canprovemembershipf otherrolesissuedoy thisand
otherservices Theservicesareresponsibldor issuingcer
tificates verifying theirvalidity andnotifying otherservices
aboutthe certificatestatechanges.A policy definesa set
of conditionsunderwhich a usercanactivatea role. The
role revocationis accomplishedhroughmembershigcon-
ditions. Someof the membershigonditionsmustcontinue
to holdwhile theroleremainsactive. If anyof themember
ship conditionsassociatedvith the activatedrole fails, the
role is deactivatedIn somesensethe OASIS membership
conditionsaresimilar to our mid-conditionshatmusthold
duringoperationexecution.

RDL is notasgenericandexpressivasourapproactand
not aswell suitedto representinggomplexaccesscontrol
policiesandthosethatincludemandatoryaccesontrol.

Policies representablan Policy MakerandRDL, arere-
strictedto the setof policieswhich do not producesideef-
fects,resultingin changeof the systemstate.

Ponder[4] is anobject-orientegbolicy specificatioran-
guagethatis sutedfor role-base@ccesgontrolpolicies,as
well asgeneral-purpos@anagemergolicies.Pondeis tar-
getedfor differenttypesof policies,including obligations,
authorizationsgelegatiorandfiltering policies,andgroup-
ing thesepoliciesinto aggregatestructures.The obligation



policies, for example,specify what actions(e.g., notifica-
tion or logging) arecarriedout when specificeventsoccur
within the system. To someextent,the request-resuland
post-conditionsn our frameworkservea similar purpose.
However thereare severalsignificantdifferencedbetween
Pondets and our approachesFirst, in our frameworkall

securityrequirementareexpresseth asinglepolicy struc-
ture,whereasn thePondelapproaclauthorizatiorandobli-

gationpolicies canbe specifiedindependently Thesecan
leadto conflictsbetweerthetwo policy types. Secondthe
policy in ourframeworkis enforcedby thesameaccesgon-
trol mechanismThethree-phaspolicy enforcemeninodel
allows for partsof policy (particularconditions)to be en-
forcedatdifferenttimes.In contrastthePondemusesasep-
arateenforcementechanisnfor eachpolicy type.

Finally, the Ponderobligation policiesare triggeredby
systenmeventsvhereasn ourframeworktheactionsaretrig-
geredby otherconditiondgn thesamepolicy, suchasthresh-
old or systemthreatlevel.

Minsky andUngureany8], [9] definethepolicy in terms
of messagethatonly arestrictedsetof agentss permittedo
exchangeFurthermorethemessagexchangés controlled
by asetof rulesthatis includedin thepolicy. Thepolicy en-
forcementnechanisnis basednasetof trustedagentghat
interpretthe rulesandenforcethemby regulatingthe mes-
sageexchangeandtheeffectthatthemessageBaveonthe
controlstate(attributesandpermissionsf theparticipating
agents.

Theability to communicateandchangehe stateresem-
blesour concepiof the readandwrite conditions. Our ap-
proachis differentin thatthe “state” hasa wider meaning.
It includesall security-relevarinformationaboutrealworld
whichis representablan a computersysteme.g.,bankac-
countbalancetemperatur@nduseridentity. Anotherdif-
ferencdsthatthereadingandwriting of thestateis basedn
theorderedsynchronousvaluatiorof theconditionsyather
thancontrolledmessagexchange.

Jajodieetal. [6] haveproposedalogicallanguagdor the
specificationof authorizations.The concernsaddressedh
this work are orthogonalto the onesin this paper In par
ticular, theyfocuson modelingconflictresolutionjntegrity
constraintheckingandderivationrules(thatderiveimplicit
authorizationgrom explicit ones),while our work focuses
ontherepresentatioandenforcemenof authorizatiorpoli-
ciesenhancedvith detectionand managemenof security
violations.

Summaryof the researchof audit-basedntrusionand
misusedetectionis givenby Lunt [7]. Sandhuand Sama-
rati[13] discussauthenticationaccesgontrolandintrusion
detectiontechnologiesandsuggesthatcombinationof the
techniquess necessaryn orderto build a securesystem.
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8 Conclusionsand Future Work

Traditional authorizationmechanismsheckwhethera
useris acting within prescribedparametersand will not
detectabuseof privileges. In this paperwe presentedan
authorizationframeworkthat enableghe specificatiorand
enforcementf workablesecuritypolicies that governac-
cessto protectedresourcesidentify threatsthatmayoccur
within applicationand specify intrusion responseactions.
The GAA-API combinesolicy enforcementvith applica-
tion level intrusiondetectionandresponseallowing coun-
termeasures$o be appliedto ongoingattacksbeforethey
causedamage.The GAA-API implementatioris available
athttp://www.isi.edu/gost/info/gaaapi/sour ce.

The GAA-API hasbeenintegratedwith severabppli-
cations, including Apache web server [12], sshd and
FreeS/VAN IPsecfor Linux.

Currently the GAA-API integratedsshdobtainspart of
thepolicy from theoriginalsshdconfiguratiorfile (to main-
tain the backwardcompatibility) and usesthe policy file
specifedn EACL formatto supplementhe existingpolicy.
We planto improvethe GAA/sshintegrationto completely
takeovertheauthorizatiorphaseof sshd.

In thecurrentframework we assumehatconditionsare
evaluatedconsecutivelyandthat authorizatiorrequestsio
not overlap. Thesetwo assumptiongnableus to concen-
trateon asingleconditionevaluatiorpereachtime interval
and,therefore avoid the problemof coordinationof multi-
ple conditionevaluatiorprocessesHowever thisapproach
resultsin inefficient policy evaluationprocessand leadsto
systemghatcannotscaleto large numberf objects.

The future directionsfor this researchinclude explor
ing extensiongo theframeworkto support:concurrente-
guestsreplicationof theevaluatiormechanismg¢oncurrent
evaluationof conditionswithin the samerequest;anddis-
tributedpolicy enforcement.

At this point, theissueof spatialandtemporalrelation-
shipsamongthe policy computationdecomecritical. Poli-
ciesthatgovernthe sameobjectmayhavenon-trivialinter-
dependenciewhich mustbe carefullyanalyzedandunder
stood.

Anotherlimitation of the currentframeworkis reliance
on a policy administratoffor definingconditionevaluation
orderwhich is thenenforecedy the framework. Thelim-
ited awarenes®f the spatial and temporaldependencies
amongsecuritypoliciesmay causeinconsistencieandun-
desirablesystembehavior In many casesadministrators
may not havea clear picture of the ramificationsof policy
enforcemendctionstherforeenforcingthesepoliciesmight
haveunexpectednteractiveor concurrentbehaviour Au-
tomationis essentiato minimise humanerror, andit can
only be usedsafelywhenthereis a formal modelthat ex-
plicitly addresseboththe spatialandthe temporalaspects



of dynamicauthorization.

We aimto developa formal modelwhich canbe usedto
createpolicieswith strongsecurityguaranteesliminating
guessworkn the designanddeploymenbf adaptivesecu-
rity policies.
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